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Who am I?
Rajendra Umadas

Types of Targets

Web App
Internal

Man in the Middle
Understanding
Develop custom proxy

Recon
MITM
Edit
Own!
EIE
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Bitten by security

bug in NYU:Poly \

Mobile Application
Security == fun :
Legacy Bugs :

Blackhat, OWASP,
CMU, NYU:Poly






Web Application Assessments
Burp
Paros

SSL Digger
Internal

Cain and Abel
NMAP

So many more



Tools are important
Techniques are MORE important
Understanding is the MOST important

So | have a question...



Setting Up MITM




Set up Linux AP/ Gateway
Sniff Traffic
Iptables Magic

Spin Up Python Proxy



Ubuntu

echo “1"” > [proc/sys/net/ipv4/ip_forward
Tell kernel to enable ip forwarding (What a router does)

iptables -t nat —-a POSTROUTING —o etho —j
MASQUERADE

Tell netfilter module to perform Port Address Translation

DHCPD: DHCP Server

Give out IPs automatically

HOSTAPD: (Optional)
Make netbook look like AP



Connect handset to AP
Start Wireshark
Sniff
Capture:
Server IP
Server Port

Quick Recon on possible application transport
protocols (HTTP, AMF, ASNz, Proprietary)
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Source port: 58073 Destination port: 46497
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-A PREROUTING -i etha1 -p tcp -m tcp --dport
80 -] REDIRECT --to-ports 1231

-A PREROUTING -i eth1 -p tcp -m tcp --dport
443 -] REDIRECT --to-ports 1232

-A PREROUTING -i <lan int> -p tcp -m tcp --
dport <remote server port> -j REDIRECT --to-

ports <local proxy port>



Two Sockets
Local Listening Socket (51)
Socket Connected to Remote Server (S2)

S1<—>Manipulation Code<—>52

http://code.activestate.com/recipes/483730/



| didn‘t set this up prior... LIVE HACKING...WEAR HARDHAT!
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Short Break
Il set up projector

After break

Lets look at a mobile app...
You tell me how to hack it!
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