Introduction to
Penetration lesting
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Meet Instructor #|

® Dan Guido, dguido@gmail.com
® Skype: danguido

I [ [
[} [ J
e » L]
o e o T - b : 1 LI B - ) M p - o r » B | » N y LB >
. - ' s » P R 277 - - ¥ - B ) T L " b A N o oL ’ 4 ’
o3 Al -t % 3 S e s B ) du B *\. & o Wy 1. | A o SN ikl | A - - ol S AT s d L4k LI - 4 .
- P B A Pad = ¥ 4 e g . A 4P ) B ¥ - ) i s )
Y vt - . .y ® oy ~‘ = [ s - .:~“"_" 4 LN, .“,{vv-'..":__ S s ;‘f' 8 o a 2 ‘.‘ - re .. ,'-.' > .-J ~.',“'*‘ I'v‘-'.‘~ T '-,." s > g - e b ‘-“\‘, . B o g : ) "‘? -‘.- - N rs
3 vy F - : - . : e -

Tuesday, June 9, 2009


mailto:dguido@gmail.com
mailto:dguido@gmail.com

Questions

® before | taint your minds...

® VWhat does Pentesting mean to you?
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Pentesting

® A penetration test is a method of evaluating
the security of a computer system or
ttack by a
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Pentesting?

® Hacking vs. Pentesting?

e PERMISSION!

® Oregon/Intel vs. Randal Schwartz
® | egal Issues/Regulations

° Scope —are you limited in what you can do and
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Rules of Engagement

® |mpact & Consequences
® |nform the Client/Dept/BU/Etc.

® |ncident Response
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Methodology

Reconnaissance
Scanning
Fingerprinting/Enumeration
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Course Philosophy

® “The Fundamentals of Hacking”
® Ve teach core technical skills

et People tend to speC|aI|ze in certaln areas
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What we will cover

5 industry experts + me, 2 classes each
Me! - Source code analysis

Stephen A. Ridley - Reverse engineering

Dino Dai Zovi - Memory corruption
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What you'll work on

® cach section will have at least one HWY
® due the week after w/discussion of solution

® best homework entries go up on the blog
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Extra Credit

® |I'm flexible, only want you to be good
hackers
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