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Overview
• What is Immunity Debugger?

• Simple Questions

• Plan of Attack

• Toolset: Immunity Debugger Python API

• Demo!!!

• Future Expansion



Immunity Debugger
• A debugger specifically designed for security professionals

• Shortens exploit development time

• Simple intuitive interfaces

• Fully integrated Python scripting engine

• Lightweight and fast debugging

• Connectivity to fuzzers and exploit development tools



A Few Simple Questions
• What are a few steps towards a shell? (Dino’s Six Steps) 

 Fuzz to trigger the vulnerability (Fuzzer/Debugger)

 Enumerate bad characters (Metasploit/Debugger)

 Find interesting offsets in attack vector (Metasploit/Debugger)

 Load payload to test for executable memory space (Debugger)

 Discover the size of our memory buffer (Debugger)

 Generate payload and OWN!!! (Metasploit)



A Few Simple Questions
• How can we optimize this process? 

 Allow our tools to work together

• Fuzzer

• Debugger

• Metasploit

• Where should we start?

 Where ever you like…

• Metasploit/Debugger interface



Plan of Attack
• Metasploit/Debugger interface

 Find interesting offsets in attack vector

• “PatternCreate” in Metasploit

• Trigger Vulnerability while debugging

• Capture bytes in all interesting registers and memory locations

• “PatternOffset” to find the locations within our attack vector



Toolset: Immunity Debugger Python API 

Toolset: Immunity Debugger Python API



Toolset: Immunity Debugger Python API 

Toolset: Immunity Debugger Python API

• Register Access

 getRegs() 

• Returns an associative array of registers and the values stored 
within them

• Memory Access

 readMemory(address, size)

• Returns value pointed to by address (size # of bytes)

 readLong(address)

• Returns value pointed to by address (4 bytes)



Demo!!!



• How can we FURTHER optimize this process?

 Allow our tools to work together

• Fuzzer

• Debugger

• Metasploit

• Where should we END?

 …………..

Future Expansion
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